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Other: 6.6% (426 images)
2=k,
@ docker hub

Pull count: 9.7M
. Coinminers: 44% (2,842 images)

Total: 4M Pull count: 129.5M

- Non-vulnerable images: 20%

. Images with High Vulnerabilities: 13%

Hacking Tools: 20% (1,269 images)

O|';§ ol Pull count: 70M
Images with Critical Vulnerabilities: 51% 2=t A=

HIEZQ! X|&
Images with Moderate Vulnerabilities: 4%

flatmap-stream: 23% (1,482 images)
Malicious npm package
. (Bitcoin wallet stealer)
Windows &8I E
| Malicious / potentially harmful images: 6,432 (0.16%)

Pull count: 95M

Windows Malware: 6.4%
Pull count: 575K

b (413 images)
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aWS htth//1 69.254.1 69.254/Iatest/meta-data/ $ curl http://169.254.169.254/latest/meta-data/iam/security-credentials/webserver
{

"Code" : "Success",

«  AWS EC2 QIAEIA HEIO[E YH &2l 7Hs "LastUpdated" : "2021-02-05T13:37:00Z",
... "Type" : "AWS-HMAC",
= ami-id : HE}C|O[E key "AccessKeyld" : "ASIAXXXXXXXXXXXXXXXX ",
. i . "SecretAccessKey" @ "XxxxXxXxx XXX XXXKXXXXKXXXKXXXXXXXK
_ O| AE{A 7
= instance-id: 2IABA id "Token" : "A-secret-base64-encoded-token",

= security-credentials : AccessKeyld, SecretAccessKey .. [REaEE USRI S e




2024 $HI2 NS

=HI AHOIHE ST 913

HACKTHEON
SEJONG

LHE AWS CIAEIAQ| Meta data BE &=

« |AM Role(AccessKeyld, SecretAccessKey, Token ...)



Ko
=
o
e}
5
<
o~
[=
o~

m
oF
8l
]
S
(=]
=
=
[

MH[A EQ A

=
o

Al, LEAA ZEIRE, SaaS

100

ar

K{o
o0

100

Xel

S
-

Fade Out

H{F, CVE

AT EHIAE







2024 HHIZ MBS

=HI AHOIEHE S 2]

'

.;-ag“"’,

— --‘!-202" —

HACKTHEON

2ol ZICt StEd QIFE|MA
Vulnerability Threat, DoA Security Hardening Risk Intelligence

Hok2|& H|A Android / iOS

olma} FIct App Solution

—_ | My

/Y 29| 32

ADS




Ko
=
o
e}
5
<
o~
[=
o~

m
oF
8l
]
S
(=]
=
=
[

Red Team

HiA HIRE

YEEIOZ 0|2 20|
7] &l

o
HZ&

o gdg
EE ETEDJI I_-IIE-E

[ Ot

s

t

__o_“_

f 2

°

o

<

OfLi2 O|E

=t
=

=]
110

Mo
ol

T,

ol
KF

MEL CHot H|A|

AlEd|0|M




i
—
2
R

(.

|2 T 2o 812

HAE [ AlL2[R 7|2e| APT

=
1c

A
Am

Ex
o LYj/QIEX} ZHE|A e ME2 34
o QEO|A SA| CHUEOZ Attack SurfaceE 24 42,

Ofofl chet Aot W0 HAIZl =S50 A=K 29l It

Zero
Knowledge

Testing as
Attacker

Some

Knowledge

Testing as
User with

access to

some data

2024 HHIZ MBS

=HI AHOIEHE S 2]

HACKTHEON

SEJONG

Full

Knowledge

Testing as
Developer



m
o
= ol
wH
=35
..MO
g =<
=
1)

0
1l
MHJ
I
70
il
I[of]
of
H
l
ol
Kl
oK
et |
[
o D
Ay
3
e
IO_._l __o____._
= ol
5 jo
"5
4 =
<
R £
5 o
+ X
— ofl &
IF S
T W g
_|__m_._._ _H_M e M
zr <k o|_.,_, L]
w ._._A_u._u._ MI _DI“
& rw u =
~ N -
.___..ﬂ 5 = y .€
D o] &
i[Ok X RO O
o om ol w1 =
ol a5l >
D-_ od 9 =
) _.A_n ()]
I+ Ta @0
= = od w0 O




2024 HHIZ MBS

=HI AHOIHE ST 913

p)
Y

=02 =

HACKTHEON
SEJONG

S10|E 8i71= B2 [ fS [ 2ot A 75 2E THAoIM "BHR R
. 22 712} SI0|E si7ie| XOIHS, BAHS s 2 it = Rl 0!t R
. N3t Tls, 37 WY S2 5 - \
— o gto| 2xo| 510|E 517
J

Hol| =21 517




2024 HHIZ MBS

=HI AHOIHE ST 913
Y

RN

=02 =

HACKTHEON
SEJONG

- QNS S35t J10|E - HOLYISHE OE « R9ol5HZ
- LCHQ| Y& A| 710|= « Code Auditing o HZEEIMHY A
. LHE SL|EE A|AE = o HH JHQINE HESH - F7HE Vs HY




2024 SIS NIS
=H AOIHESE 213

2’0&

-'-2"3:'}2‘02:’%—

HACKTHEON
SEJONG

2|8 (threat) VS & (risk)




Ko
=
o
e}
5
<
o~
[=
o~

m
oF
8l
]
S
(=]
=
=
[

HACKTHEON
SEJONG

ChatGPT

Ol ==
sl

Ato|FE ol

=
-

HEOIA 2 CHET

t

saz

OF 0f A1

Hrisk)2 AMO|H 22 2

(threat)2t 2

4

S
=

2l H (threat):

S22 FoE L

2 9/&e A2 0| Lt Hlo|E o T2t 2

all
|
oF

Ho
ol
|
ak

e

ol

ol g+ 2o, 013

=
=

1

o

o
—

E

=glo0, 0%

ols
==

Eo g MEH &S

22 R EE

4

o, HIoIH RE 2=

CEE

=l

b

T

=

0]
460
ak

—_

od

(1]
&l
o
E[s]

ol

1|

ol

oo

ol SeELC)




2024 HHIZ MBS

=HI AHOIHE ST 913

2’0&

-:»‘3‘ "I,

===, =

HACKTHEON
SEJONG

HUHH2E =2 O[HIEL} HF FI8i0] = B d¢ dekat sy 1




Ko
=
o
e}
5
<
o~
[=
o~

m
oF
8l
]
S
(=]
=
=
[

HACKTHEON
SEJONG

A E Se17}?

=
=

v ot Bto|=aa)

v A EES2l 2f0|EE{2|o] T

i)

>







2024 HHIZ MBS

=HI AHOIHE ST 913

HACKTHEON
SEJONG

TX atucy morai

ST OEA; ng IE"
RA N ooud catiof
G Ministry of E tion

[ —— WhiteHat W‘ SET

sssssssss

e dgaeoiggn  (F pyaze axgy  dptoss

SEOUL NATIONAL UNIVERSITY OF SCIENCE & TECHNOLOGY TISHIEY
@ @ @ ® @ @ ® @ >
-2M7|+olm - EAsol - BoB -aleslolEs - DjRSAUS] - WISETHE - EAZoOlx - Cfst
- ofet ot S0f2| SO &S - KUCIS - ZIE|3 opztH|0| - HA TE HE - HE[Ze[Bd
- dFESS - JHelE EX|Ho| - BoB HIE
HAX{I

T —-O




2024 $HI2 NS

=HI AHOIHE ST 913

HACKTHEON
SEJONG

2024 HACKTHEON SEJONG CYBER SECURITY WEEK
2024.6.17.08) - 6.21.(2) | BHUSHANHE




2024 $HI2 NS

=HI AHOIHE ST 913

HACKTHEON
SEJONG

g OIS O




CTF %to]

2024 HHIZ MBS

=HI AHOIHE ST 913

2 +¥4
AL,
=== =
HACKTHEON
SEJONG




2017 Kucls G Mo|L wEAR

Css

QEAA HoH 24
: F ¥ cMms K E| Apache Struts THE|

MEntetr|sien css Xk

(2019 ENERGY xSECURITY HACKATHON 241 - SW 58]
ADIE ZAEYE 7]tio|
LTS oL X] HE AJAH

Finear

201910265 / UEX}: X[t
CE M v S ey

K-AHOIH A12IE]

.E_’I’ BEloMe sy N

ERLIP TR

2020.11.26.
. 23
e ST 478 20 ™y

BB ctoted orsi

> GIOJE FA| : 14| - IP @ 7} HI0IE| 7} e e

Whois APIE R8¢t IPE =71 49

FAHQI 1P Y npet
v
AR IPY AS 271 Y
v
APl WS 8
v
API o] 23t Database X3

oname” ;" Shang

| retum ip

= GIOJEXS] IPOIA] EITSIX] 942 IP CHOIO| Tl EXHSE | TH2O0 OHE TRL81 | 210 AL
= IPE7HCHAR 3 IP7HHIAIE SIX] QIUCHS 7FeSBiol BA01 §I8 7Hs

* WhoisAPI +GeolP £ 018% 21 # =7} 1 DBSH 4

oy

[CVE-2021-44228] Log4J & &

W W, TR, e § Y Yt DS HAE 57 FIdY, 3 My § 2HE)

1. APHZ| 4]
1-1. Directory Service{DS)

AEE e

CJe =2 A& (direciory sendes, DS)E HHE WESI AR UENS TN HF B2E 520D Z45H- 28 soey
o (88 TEIYEs DY) WS P} o AEAE0) T YR 4 gH ESHEC B, ClMER| MulAE AST
2 FFE T Atoj2 F4 AIFoS E2EC

2024 HHIZ MBS

=HI AHOIHE ST 913

4

-~ “*"
“"":""mzz.é'

HACKTHEON
SEJON




2024 HHIZ MBS

=HI AHOIHE ST 913

HACKTHEON

Bug + Bounty ripigooks @ toss
. S}0|E 8|77t M|E5F Z|ek™of| chsl] ZAZS X2 liackerone NAVER

ST, .. Microsoft

() | facebook &

FIND e GAP

- Crerst -9l 712, 7IZoN 29 o =
- 71 R 29 or BUE 28 Google < . B kakaobank

« =L Bug Bounty M=, Hxt &5}

bugcrowd OIZI0IE|LIXIZSO)
. 2IS| |=I-I x-||7-|+I:II-0-| I‘||7=|| J_'_EQ|' q LINE KISI\& OI=LOIE|QIXIS R



# tossbugbounty
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Bug Bounty

Challenge
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ltackerone

Directory

l1ackerone

SOLUTIONS PRODUCTS ~ PARTNERS ~

Find new hackable targets or contact information to report vulnerabilities you've already found

Program features
BB
Offers bounties
1 High response efficiency
Managed by HackerOne
Offers retesting
Active program

Bounty splitting

Assettype

® Any

CIDR
Domain

i0S: App Store

Launch
Program
e U.S. Dept Of Defense 11/2016
)
@ Yehoo 02/2014
Minsged  Retestng  Bounty spiting
Suw ATST Managed 07 /2019

@ Adobe Managed 03 /2015
e IBM Managed 08 /2018
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