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NATIONAL QUANTUM STRATEGY

/
Vision:
Create a vibrant quantum ecosystem
to position Singapore as Asia's Quantum Hub
Strategy:
To build strong industry partnerships and nurture local enterprises
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QUANTUM COMMUNICATION QUANTUM PROCESSORS, QUANTUM SENSING
= & SECURITY COMPUTATION & SIMULATION & METROLOGY
National-level National Quantum Processor Initiative
quantum
programmes National Quantum Federated Foundry
RO Research Performers from IHLs and A*STAR
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% @ i.i End-Users
= == Quantum Industry
Ecosystem
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Innovation & Enterprise Partnerships - National Quantum Office (ngo.sg)
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https://nqo.sg/nqs/innovation-enterprise-partnerships/

' NATIONAL
N QUANTUM-SAFE
NETWORK

SINGAPORE’S QUANTUM-SAFE COMMUNICATIONS INITIATIVES SINGAPORE

Free space QKD across 1.5 NUS-SingTel Cyber Quantum nanosatellite Entanglement
km with entangled photon Security R&D to support  SpooQy-1 deployed from over 10 km !.ed ITU-T work
pairs QKD trials 1SS Metropolitan item on QKD
Fibre Network protocol

framework
- Entanglement

._ demonstration Published

Singapore’s 1st
standard on
“er | QKD Networks
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1 s
onerer SPE TRAL
o SPENT —

Duantum
Technologies

Entanglement-based
QKD System

E NATIONAL
m QUANTUM-SAFE
d NETWORK

SINGAPORE AUTHORITY

Launched NQSN+,
Southeast Asia’s
first quantum-safe
network
infrastructure

Digital blueprint:
vision of a
guantum-safe
nation in 10 years

*Quantum Key Distribution (QKD)
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IMPACT OF THE QUANTUM COMPUTING THREAT

Increasing data breaches Threatening internet & Challenging the integrity
of sensitive health & message exchanges of digital documents
financial personal data

Act now to be

Breaking Risk of “harvest now,
Quantum-safe! Cryptocurrencies decrypt later” attacks

Transitioning to a Quantum-Secure Economy, World Economic Forum, Sept 2022
https:/ [/ www.1 Mhaiiancoo
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y: Migration Time x: Data shelf life

Ly
I » Time I » Time
Today Future Today Future

z: Large-scale quantum computer Quantum-safe: Remain secure even if

large-scale quantum computer exists

" The Quantum Threat is a medium/long term threat but imminent

" Deploy (support for) quantum-safe cryptography and quantum-safe communication infrastructure in
time

Mosca, Michele and Marco Piani, Quantum Threat Timeline Report 2021, Global Risk Institute, January 2022,
https://globalriskinstitute.org/publications/2021-quantum-threat-timeline-report/
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Post-quantum cryptography Quantum key distribution Random number generation
Development and implementation Deployment of cryptographic Generating true random numbers
of guantum-safe algorithms that protocols for distribution of symmetric based on the laws of quantum
are secure against quantum keys, in order to avoid vulnerable key mechanics, as opposed to the
computer-supported attacks. exchange mechanisms. pseudo-random numbers generated

by traditional technigues.

Replacing Quantum-vulnerable Asymmetric Encryption True Randomness Source

Transitioning to a Quantum-Secure Economy, World Economic Forum, Sept 2022
https://www.weforum.org/whitepapers/transitioning-to-a-quantum-secure-economy/
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QUANTUM KEY DISTRIBUTION TECHNOLOGY SINGAPORE
Bob
QKD:
v Tamper-evident method for
establishing a secret symmetric key @
v Information theoretic security

v" Regardless of computation power m

Symmetric (QKD) Key Encrypted

- Communications A
Application Koo 1 Application
QKD-Keys S QKD-Keys
@ﬁt 1010011011 ﬂ 1010011011 &= 9

L Quantum Channel o
Quantum Key Distribution Quantum Key Distribution

System (Transmitter) Classical Channel System (Receiver)

L —————— e
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SINGAPORE

QUANTUM-SAFE NETWORK TESTBED

PILOT INFRASTRUCTURE

s Star-type Quantum Key Distribution
(QKD) network topology

% Public-private collaborations with
>20 companies & govt agencies

NUS

College of Design
and Engineering

NetLinkTrust

the fibre of a smart nation

5 NGAPDRE LNIVE

TECHNCLOGY AND DESIGN

** Vendor neutral and multiprotocol

¢ Hybrid QKD/PQC (Post-quantum
cryptography) approach

Z Fraunhofer

SINGAPORE

NANYANE
TECHNOLOGICAL
Sﬁ UNIVERSITY

0P sINpaRORE

SECURITY FRAMEWORK & GUIDELINES

/

** In-depth functional & security
evaluation of Quantum-safe
technologies to seed certification

nnnnnnn

‘.nd.l.lﬁﬂ

E::::E STTelemedia
Global Data Centres

+* Build readiness by developing
national and international standards
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MOTIVATION & OBJECTIVES

Quantum
Security
Scalabilit
Yy
Interoper
ability
Redunda
ncy
User
Oriented

T ———————
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TESTBED — DIFFERENT LAYERS IN NQSN SINGAPORE

Open Systems Interconnection (OSI) Layers

Application
d Encryptors & layer ‘ : mNATIONAL
: QUANTUM-SAFE
Quantum-Safe resentation NETWORK

Applications :-_0

Application SINGAPORE

: Fi:RTINET
: : Network
i management layer
O Interoperak : ; ¢ !
O Scalability ’ ; @ Hitachi Energy
evolution (y EH s ’ 5
Svearc THALES

3% ST Engineering

clena

flreErRrRABIT
HETWORKS

We connacl. We iramsform.

Quantum layer

O Multi QKD protocol
O Production-grade link

NetLinkTrust

the fibre of & sman nation

© NQSN 2024
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TESTBED — QUANTUM LAYER SINGAPORE

Entanglement-based
(EB) QKD

*From respective public websites. Non-exhaustive list

e Multi-protocol, vendor-neutral QKD network testbed
* Evaluation of DV & CV QKD protocols:
BB84, COW, GMCS, BBM92 etc

Central node Quanturm layer

© NQSN 2024
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TESTBED — KEY MANAGEMENT & NETWORK MANAGEMENT LAYER b

Key Management Layer

 |TU-T and ETSI compliance

* Interoperable with different QKD providers

e Multi-input &-output key interface with high
scalability

 Enable & integrated with PQC technology

Network Management Layer
* A centralized network management on QKD
Network (QKDN)
e Control Function:
* Instructs the key delivery path across QKDN
* Configure network components
* Resource optimization
 Management functions
* QKDN monitoring
e Quality of Service (QoS)
e Fault detection & reporting

© NQSN 2024
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KEY MANAGEMENT SYSTEM & PoCs NETWORK

SINGAPORE

NQSN Key Management System Multi-hops, Multi-vendor KMS

QKD Encryption/Decryption Web App QKD Encryption/Decryption Web App

evolution Y
- S Key Management layer
| APP
1 — e O Quantum Key Management
NETWORK for multi-hops (5 nodes),
KMS KMS KMS multi-vendor QKDs (DV, CV,

EB, QKD Sim) with evolutionQ
Basejump software

DV-QKD CV-QKD

(Cerberis XGR) (gOptica) o LICI_I’Tl'L«I
MATIONAL % Brldge
@ NETWORK - e, s DSKE Protocol
o O Distributed Symmetric Key Exchange
v’ Key relay over 3 nodes with NQSN QKD-PQC Web Application (DSKE) Protocol on NQSN Testbed
v" End-to-End symmetric QKD key encryption (AES) based on secret sharing

- s —
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TESTBED — APPLICATIONS LAYER R e

OSI Layers

< > C O O 127.0.0.1:8080 v
‘/ N QS N Qu a ntu m-safe SOftwa re QKD Encryption/DecryptionWebApp | T TTTTTTTTTTTTTTTTTTT !

NATIONAL

* One-Time Pad (OTP) & PQC secured data transfer 0 cusUsare
SINGAPORE Layer5_7 & NATIONAL

- , 8 Session m QUANTUM-SAFE
v Quantum-secured VPN resentagion NETWORK

Application SINGAPORE

* Fortinet Firewall L3 Appliances NQSN OTP-PQC Software

— e — T —

v" Quantum-secured video surveillance | a8 Ba8s essm = mm— 2 & F:RTINET
* Hitachi Energy L2.5 Hardware Encryptor Fortinet FGT-100F

d GovTech data link quantum Encryption

* ST Engineering L2 encryptor

O Quantum-encrypted 5G infrastructure Hitachi FOX615 Encryptor

THALES
* Thales SENETAS L2 encryptor on SUTD 5G Testbed =Y. == ¥ ] "% ST Engineering
d OTN Layer quantum encryption Thales SENETAS o
ciena
* Ciena L1 hardware encryptor ['MEIT{E‘I STERRASIT

We connacl. We iramsform.

£
—
o
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Ciena Waveserver 5
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USE CASES — QKD LINK IN NQSN TESTBED SINGAPORE
"""" . N\ TS R NUS
Bimr |\ # i L

—
Z4 Fraunhofer g
SINGAPORE | o; |y

Cenkre fos

Daranilem

Technilegivs
¥

Vest_2="( Loss: 11.52 dB
ke SKR: 2 kbit/s
\ | QBER: 2.18 %

_________

QKD Key 1 o

Refining

F:=:2:RTINET Eoddony F:2:RTINET
R - QKD-secured Video app demo (Hitachi & Fortinet)

- Fully commercial-off-the-shelves equipment
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USE CASES — REFERENCE APPLICATIONS SINGAPORE
QKD-secured Data Centre Interconnect (STT-GDC) Continuous-Variable QKD with Application (QLabs & Fortinet)
oo FZ:RTINET. FZ:RTINET.
" Global Data Centres WS : APP APP

Quantum Secured Data Transfer

Fibre Distance ~20 km

Application Application

Link Loss <13 dB
QKD Keys QED Keys
&= I 1010011011 IDQ  MetLinkTrust 1010011011 'EE}

% —

Dats Ungarmpesmmisad

L : : Secret Key Rate .
Quantum Key Distribution Quantum channet Quantum Key Distribution y NUS-ECE CV-QKD g CQT-514

System (Bob)

40 kb/s

System (Alice) Classical ehannel

(gOptica)

Quantum-Secured VPN (AWS-Fortinet-Horizon QC)

3W5| FiEATINET o= SPTel, SpeQtral and ST Engineering Held Successiul Trial for
T & s e Quantum-Secure Networks to Enable Robustly Secure Digital
Communications

5
L d—

H‘-‘f" 5_3 2
,:-r‘- 4,_-&‘" ﬂ,. e

—ER
HORIZON
e =
o
o

N-iﬂ.lnkTrust

Pk 0

w2 =
A
Featured on ‘_@ N
AWS Quantum - g@ >
Technologies Blog = Presentation at Q2B 22

D
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USE CASES — NQSN HYBRID QKD-PQC APPLICATION

Hybrid Quantum Safe application

* Two-layer quantum safe encryption
* One Time Pad (OTP) encryption with QKD keys plus

Quantum-safe OPEN-SSH*

* Kyber for key exchange (NIST Post quantum
cryptography standard selection) + AES encryption

- C <O O 127.0.0.1:8080 7 @ o

QKD Encryption/Decryption Web App

@NATIONAL
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SINGAPORE

Encryption Decryption

Encrypt Plaintext

Plaintext:
Hello, this is a string of text.
Maybe another line.
And just a last one here.

standard OpenSSH

| Encrypt plaintext with OTP and send aver SCP || Encrypt plaintext with OTP and send over SFTP |
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<« C 0 D 127.0.0.1:8080/encrypt_plaintext

Home

Encryption Results

Plaintext Length (bits): 736
Key Size (bits): 256
Number of keys retrieved: 3

Key IDs:

59493d20-65d1-4cbb-bld3-edeclce09156
5eB5aecd-00dc-4c5d-aac0-daclc5d60427
T43e9c42-861a-409b-bBa0-2acd9I1277726

Encrypted Blocks:

b'\x83\xc2\xc5\xc8\xd1\xcd\x9c\xdd P\ xf7\xdc\xBay\xd2\xbc
\xef\xc3\xac\xaerz\xdd\xdat\xffRF\x86\xc2\x14z\xc2"' b'b\x90
\xf8 \x82\x91\x0c\xe7B\xdaT\xeb\xfcs!\xd5\xad\x19\xfa
\xd74xd@\x80 | \xe3\x99\xffI\xc2\x0b\xd5\xce\x9d"' b'\xfl
\xfe\xfFAx12rF\x14 \n\x1dwW\xa7\xb8\x90\x1a. \x80\xeb

\x9FANx Fb\xbf~; \xda\xbb\xac'

* For short messages & high confidentiality -
use cases

O D 127.0.0.1:8080 O D 127.0.0.1:8080/decrypt_plaintext

Home

QKD Encryption/Decryption Web App .
Decryption Results

NATIONAL
QUANTUM-SAFE Plaintext:

A
NETWORK Hello, this is a string of text.
SINGAPORE

Maybe another line.

Encryption Decryption And just a last one here.

OPEN QUANTUM SAFE

Decrypt Plaintext Key IDs:

| Decrypt Plaintext with OTP

software for prototyping Decrypt File
quantum-resistant cryptography Encrypted Blocks:

| Decrypt file with OTP |

59493d20-65d1-4cbb-b1d3-edec1ce09156
5e85aec4-00dc-4¢5d-aac0-dac1c5d60427
f43e9¢42-861a-409b-b8a0-2acd91277f26 )

b'\x03\xe2\xc 5\xc8\xd 1\xca\x9c\xdd}\xf7\xd c\x8ay\xd2\xbc\xeO\xc3
\xac\xaerz\xdd\xdat\xFFRAx86\xc2\x14z\xc2' b'b\x90\xf8_\x82\x91\x0c
\xe7B\xdaT\xeb\xfcS\xd5\xad\x19\xFa\xd7\xd0\x80!\xe3\x99\xFfI
\xc2\x0b\xd5\xce\x9d" b'\xf1\xfe\xfA\x12rF\x14 \n\x1dw\xa7\xbs
\x90\x1a.\x80\xe 8 \x9FA\xfb\xbf~;\xda\xbb\xac'

*SSH | Open Quantum Safe (openquantumsafe.org)

—h
D
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https://openquantumsafe.org/applications/ssh.html

STANDARDISATION — INTERNATIONAL & LOCAL

...... | P . :
= H ED
3 =4 " /4
| IMDA's NQSM+ will advance Singapore's vision of a ®

quantum-safe nation in the next ten years

© IMDA partmers BOSH to co-lead the first
standardisation of the QKD protocol framework at the [2022-2024] : [5G17] : [Q1517]
Intarnational Telecommunication Union togather with
Japan. [Declared patemt(s)] - [Assoclated work]
" . Ko 60 paolt
IMD has also sigred a Mol with South Korea's NLA 1o
Frramasas oF qpairdem by Seiraton |DRD0 Senionois i Ol resown;

build biliteral cooperations in gquantum technologies

between the two countries rs cicbyieo

Ered

Hecosmmernaiataon

SINGAPORE - 06 JUN 2023 —

© NC

TR0 (Madagm oty
561, 561, IBOMEC JTC BLIT WD, ETS! IBG-ORD

Gerrawy, Singagcre [Hepubiic of), CAS Cuantum Meteort Co Uid | 10 Quantgue. WCT, CuantumiC ek Cn
L. S Telecom, haSional Uinkenuly of Sngapons

O International standards

1. Led and established the work item for 15t standard on
QKD protocol framework in ITU-T

2. Liaison officer ISO/IEC 23837: Security requirements,
test and evaluation methods for quantum key
distribution; Editor: ISO/IEC PWI 22061: Investigation of
the effect of transmission media on QKD security
evaluation and possible modifications to ISO/IEC 23837

3. Participation & Contribution in ITU-T SG17, SG 13,
SG11, JCA-QKDN; ETSI ISG QKD; ISO/IEC JTC1 SC 27

NATIONAL
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NETWORK
SINGAPORE

------------- -
rQKD Framework & Functions:
V. hea I & I
I l \‘ DEVELOPMENT I QKDN pse Céses
AUTHORITY I Considerations :
Telecommunications | n
Standards Advisory | QKDN Management :
Committee (TSAC) I Layer & QKDN Control
Layer I
I I
Reference Specification | QKDN Key Management | ]
: Layer 1
Quantum Key | :
Distribution Networks 1 Quantum Layer: I
| QKD Modules & Links I
)

O Local standards

1. IMDA TSAC Quantum Communications Network
Task Force, with chairs & editors from NQSN,
consolidated the contributions from 20 partners

2. Singapore’s 1%t standard (Reference Specification)
on QKD Networks published, with high level
descriptions of QKDN & aligned with SDOs on
QKDN, e.g. ITU-T, ETSI (Published in June 2023)

3. QCNTF 2" phase study on QKD modules &
networks evaluation & certification

T
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STANDARDZATION EVENTS HOSTED BY NQSN/CQT AN

ITUEvent " 2 Lz .

" kv:" . , ITU Workshop on "Quantum key distribution
OrKs Op _______-——-"____. . . e . "

Insights on QKD e protocols, security and certification

& QKDN certification: | [~ L2

Recent developments | . . .y YOUAREHERE ITU >HOME >ITU-T >WORKSHOPSAND SEMINARS >2022 > 08 NOVEMBER

and challenges

Singapore, 8 November 2022
17 May 2024

_ Joint Coordination Activity on Quantum Key
i Distribution Network (JCA-QKDN)

Supported by: Hosled by:

Organiced by: ___
3 HATIOMNAL I I '.':EFSEDMM
1 QUANTUM-5AFE m = e T 4 - . - ~ -0 E o
@NETWORQ | 4 BeveLommenT ; YOUAREHERE ITU >HOME =ITU-T >JCA > QKDN stire POQO

SINSAPDIC

JCA-QKDN coordinates standardization work on quantum key distribution events

10th ETSI/1QC Quant,t{hj%Safe Cryptography Conference JCA-QKDN Ea - o

Study Groups networks (QKDNs) within ITU-T and acts as the point of contact within ITU-T and

Meeting #4: Singapore, 17 May 2024
other standards development organizations, consortia and forums working on

il In conjunction with ITU Workshop on Insights on
fegionel Graums feikrelatad Standarsization: QKD & QKDN certification: Recent developments
: I . ) o Tarms of Reference and challenges
Upcoming Events ETSI Seminar Plugtests Webinars Past Events Find Us Focus Grouns

o [3 A | conactes | 4| @ v' Q15/17 interim meeting in 11/2022
i - & /v Q15/17 interim meeting in 06/2023

W 14-16 May 2024 ~

© NQSN 2024
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QUANTUM SECURITY LAB SINGAPORE

BP LD@405nm
SMF@405 nm

|

HWP
a-BBO HWP__ PPKTP

HWP PBS
| Idler 2l

11" = ¥swe
DMHWP DM HWP a-BBO BP 586nm
Physical Review Applied, 18(4), 044075 Physical Review A 105, 042411 (2022)
(2022)
(a)
Functionality & Security Evaluation on s e e
QKD Module & QKD Networks | . Cl
(b)
. Y [ Deutschland “‘ | oo | e Pl I i A PPN e
[nfmmation;rechnik Digital. Sicher.BSI B —'{aj%f‘l |O 'H". I_I _Im!
AQIS 2023 & IPS 2023 Quantum, 7, 932 (2023)
@ sh 0 dey P, chrough QXD
A T =i
Implementation Attacks @ - ] o e
agaiHSt QKD SyStems Umﬁ:::‘ﬂ'“ﬂm Uses sk lo generate; ::.s..m..l.r.n...rm. :m‘:m:h:wh
:‘:mmmf‘: ::::;mg Agphy quantum randarmatian " -"1 IIIIIIIIII
private st C private set D u.-.na.(..lw...“ :Eiuw::mﬂmwr
=1 L) .y s
) NQSN reviewed Germany BSI's ) IEEE Internet of Things Journal (2023) H. 1 o ey 0 ot s
Implementation Attacks against QKD Systems IEEE 98th Vehicular Technology Conference (2023)

y———w
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ECOSYSTEM — NQSN PARTNERS & COLLABORATORS (2024)

Fe————- . wr  FENUS  Zraunhofer TR oo
: : ulmnnumqies W e SINGAPORE @ SR ERTY - :
. |
|
ECOSYSTEM
:....l.... TESTBED ................
: 2 USE CASES Q SECURITY LAB || STANDARDISATION
aWws Ciﬂna evolution{y FE:RTINET - = ‘ﬂDSO
= /—99—\
GOVTECH [} @HitachiEnergy Lo zon NetlinkTrust X PV [V
& GUsNTUM COMPUTIND ol smart nation AUTHOR
(sG] o Quantum
gg‘n.;?,:;m.,mg Wpantum speQTRAL  SHINE) AN KEYSIGHT

=
K
=
=
=|
m
=
=1
[%¢]

lTERRABIT TH;\LEE "'--_

HETWORKS future we can all trust
W connect We transform.

- "% STTelemedia
: ..+ ST Engineering %, Global Data Centres

T Systems

Let’s power higher parfarmance

© NQSN 2024



I
&_‘

@“&Jﬁ”ﬁh SAFE
ECOSYSTEM INTERNATIONAL & LOCAL R e

UANTUM
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PROGRAMME @ wme=m
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/ uantum
THE BEST Ilu:‘:th ‘“I

Quantum.Tech APAC (Apr 2023) 49t ECOC (Oct 2023)
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ABOUT NQSN TEAM COLLABORATION JOIN US Contact Us

Keys to becoming quantum-safe

NQSN Lead Principal Investigator Alexander Ling gives his views on mitigating quantum
security threats in this piece, "Keys to becoming quantum-safe", by The Edge Singapore.

i e
[l
IMDA RS QKDN

© NQSN 2024 _
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