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APRIL 26, 2023

Leaders’ Joint Statement in
Commemoration of the 70th
Anniversary of the Alliance between
the United States of America and the
Republic of Korea

President Yoon and President Biden recognized that the Alliance applies to
cyberspace and committed to establish a U.S.-ROK Strategic Cybersecurity
Cooperation Framework. The United States and the ROK commit to using this
framework to expand cooperation on deterring cyber adversaries, increase
the cybersecurity of critical infrastructure, combat cybercrime, and secure
cryptocurrency and blockchain applications. The Presidents expressed
concern regarding the DPRK’s illicit cyber activities that fund its unlawful
WMD and ballistic missile programs and committed to expanding
information sharing and enhancing international awareness to combat DPRK

cyber threats and block its cyber-enabled revenue generation.
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* Strategic Cybersecurity Cooperation Framework

STRATEGIC CYBERSECURITY COOPERATION FRAMEWORK
BETWEEN THE REPUBLIC OF KOREA
AND THE UNITED STATES OF AMERICA

In commemoration of the 70™ anniversary of the United States (U.S.) and the Republic of
Korea (ROK) Alliance, we intend to make robust and resilient national cybersecurity a high
policy and strategic priority, including responding to the upsurge in national security threats
while contributing to peace and prosperity in cyberspace.
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UK spy agency says Al chatbots like ChatGPT pose a security threat M iCI"OSOft il‘ltl‘Od uces an A | Ch atbot

for cybersecurity experts

g, e
Al tools like ChatGPT likely to empower
hacks, NSA cyber boss warns

Contoso.com

By Colin Demarest & Thursday, Apr 13

H digitaltrends.com

https://www.digitaltrends.com » Computing » News 3

Great, hackers are now using ChatGPT to generate malware

2023. 2. 9. — A new threat has surfaced in the ChatGPT saga, with cybercriminals having developed a
way to hack the Al chatbot and inundate it with ...

NEWSIS

[EHE]"sH742] BLIE{O] EL O 7|Xt HAtO["...
MGPT 312 AL

218 2023.04.05. 27 10:37 - % 2023.04.05. 27 10:40




&he New Hork Eimes

White House Warns Companies to Act

Now on Ransomware Defenses

An open letter urged them to take many of the defensive steps
that the federal government requires of its agencies and
contractors.

% Q By David E. Sanger and Nicole Periroth
-

Published June 3, 2021 Updated Sept. 7, 2021

NOVEMBER 01, 2022

International Counter Ransomware
Initiative 2022 Joint Statement

m » BRIEFING ROOM )» STATEMENTS AND RELEASES

Average known payment to identified ransomware strains by
quarter, 2018 - 2021 Q1

$60

Cryptocurrency value in thousands of USD
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ELEOHZL} ll;|t’ orSsh| S 102= O|AF ERlal 527 |7fE Stolen money from cyberattacks makes up a third
of the funds for North Korea's missile program,
US official says

91212022.10.19. O 8:18  JAIS
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= A US official said cyberattacks are a "core driver" of
North Korea's revenue and have become a major

concern.
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= A 2022 UN report says that North Korean hackers
walked away with more than $400 million in
cryptocurrency during cyberattacks in 2021.
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CYBERSCOOP

US issues emergency declaration
following Colonial Pipeline
ransomware incident, relaxing
transport rules

Written by Sean Lyngaas

MAY 10, 2021 | CYBERSCOOP

Ransomware Attacks on Education on the Rise

|nfo securlty

¢

News | Topics Features Webinars White Papers Podcasts Events & Conferences Directory

INFOSECURITY MAGAZINE HOME » NEWS » TOYOTA HALTS PRODUCTION ACROSS JAPAN AFTER RANSOMWARE ATTACK

NEWS

Toyota Halts Production Across Japan After
Ransomware Attack

News Sport Reel

Bilet 1 Sakouye Patil

It's extremely rare for hackers, who operate in the digital world, to cause damage in the
physical world.

But a cyber-attack on a steel maker in Iran two weeks ago is being seen as one of those
significant and troubling moments.

A hacking group called Predatory Sparrow said it was behind the attack, which it said
caused a serious fire, and released a video to back up its story.

The video appears to be CCTV footage of the incident, showing factory workers leaving
part of the plant before a machine starts spewing molten steel. It ends with people
pouring water on the fire with hoses.

® 11 July - BBC News - Technology
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Samsung Confirms Massive
Galaxy Hack After 190GB Data
Torrent Shared Via Telegram
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Dependability | 2|& 7}sd
7184 Az|d A LA
Availability Reliability Safety Security
The ability of the system  The ability of the system  The ability of the system  The ability of the system
to deliver services when to deliver services as to operate without to protect itelf against
requested specified catastrophic failure accidental or deliberate
intrusion
J. C. Laprie, A. Costes: “Dependability: A unifying concept for reliable computing
12th IEEE International Symposium on Fault-Tolerant Computing(FTCS-12), 1982
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Risk and Responsibility

in a Hyperconnected World
Pathways to Global

Cyber Resilience

MITRE Cyber Resiliency Engineering
Framework

Proparod in collaboration with Doloitte
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UNITED STATES OF AMERICA

CYBERSPACE
SOLARIUM
COMMISSION

Introduction

The Cyberspace Solarium Commission (CSC) was established in the John S. McCain
National Defense Authorization Act for Fiscal Year 2019 to "develop a consensus on a
strategic approach to defending the United States in cyberspace against cyber attacks
of significant consequences." The finished report was presented to the public on
March 11, 2020. The William M. (Mac) Thornberry National Defense Authorization
Act for Fiscal Year 2021 reauthorized the Commission to collect and assess feedback
on the analysis and recommendations contained within the final report, review the
implementation of the recommendations contained within the final report, and
completing the activities originally set forth for the Commission.

Our Report
The Cyberspace Solarium Commission's proposes a strategy of layered cyber

deterrence. Our report consists of over 80 recommendations to implement the
strategy. These recommendations are organized into 6 pillars:

The GSC 2.0 Project

Preserving the Legacy and Continuing the Work of the
Cyberspace Solarium Commission

MARCH 2020 CSC REPORT
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) U.S. CyBer CoMMAND

Home About v FOIA/Privacy Act v Media v Partnerships and Outreach v Employment Opportunities COVID-19 v

NEWS | Oct. 25, 2022

CYBER101 - Defend Forward and
Persistent Engagement

By U.S. Cyber Command PAO U.S. Cyber Command

Fort George G. Meade, Maryland — Cyberspace is not governed by a central body, but by
numerous government and non-governmental organizations across the globe. The cyber
domain is not naturally occurring and is wholly dependent upon owned or leased
technology on both government and commercial infrastructure providers for its existence
and operation. Due to the ever-evolving technological aspects of the information
environment, adversaries are continuously looking to disrupt and degrade the integrity of
U.S. information networks and those of its allies and partners.

./ U.S. Department of Defense

U.S. Department of Defense

Fact Sheet: 2022 National Defense Strategy

The Department will advance our goals through three primary ways: integrated deterrence, campaigning,
and actions that build enduring advantages.

Integrated deterrence entails developing and combining our strengths to maximum effect, by
working seamlessly across warfighting domains, theaters, the spectrum of conflict, other
instruments of U.S. national power, and our unmatched network of Alliances and partnerships.
Integrated deterrence is enabled by combat-credible forces, backstopped by a safe, secure, and
effective nuclear deterrent.

Campaigning will strengthen deterrence and enable us to gain advantages against the full range
of competitors’ coercive actions. The United States will operate forces, synchronize broader
Department efforts, and align Department activities with other instruments of national power,
to undermine acute forms of competitor coercion, complicate competitors’ military
preparations, and develop our own warfighting capabilities together with Allies and partners.

Building enduring advantages for the future Joint Force involves undertaking reforms to
accelerate force development, getting the technology we need more quickly, and making
investments in the extraordinary people of the Department, who remain our most valuable
resource.

U.S. Department of Defense

'Persistent Engagement' Strategy Paying Dividends,
Cybercom General Says

Nov. 10,2021 | By David Vergun, DOD News | f ¥ e»

Official Says Integrated Deterrence Key to

National Defense Strategy

Dec. 6,2022 | By David Vergun, DOD News
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A Human Capital Crisis in
Cybersecurity

Technical Proficiency Matters

A Report of the
CSIS Commission on Cybersecurity for the 44th Presidency

H4CKERS
WANTED

An Examination of the Cybersecurity Labor Market

MARTIN C. LIBICKI
DAVID SENTY
JULIA POLLAK

CSIS= 20101 2H[O} CHESE F Y A| Hzist
‘AL CHEES 2let AIO|H 2t X|o1'0f| A
HECH Ado| ZRHE 4X3ol, E9]
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siE] A AHA| 20144 ‘HACKER5 Wanted'
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EXECUTIVE ORDERS

Executive Order on America’s
Cybersecurity Workforce

= ECONOMY & JOBS Issued on: May 2, 2019

Section 1. Policy. (a) America’s cybersecurity workforce is a strategic

asset that protects the American people, the homeland, and the

American way of life. The National Cyber Strategy, the President’s
2018 Management Agenda, and Executive Order 13800 of May 11,

2017 (Strengthening the Cybersecurity of Federal Networks and

BRIEFING ROOM

FACT SHEET: Biden Administration
and Private Sector Leaders Announce
Ambitious Initiatives to Bolster the
Nation’s Cybersecurity

AUGUST 25, 2021 - STATEMENTS AND RELEASES

Biden administration establishes

THE profgram to liecruit tech
professionals to serve in

HILL government
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