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Early cloud adopters have seen encouraging results.

90% 10 to 20% 50%
reduction reduction reduction

in time to market In net costs In outages
for selected services
and features

McKinsey
& Company
~ ﬂﬁs“ "e—
ZX : McKinsey & Company, 2020, https://www.mckinsey.com/industries/public-and-social-sector/our-insights/how-public-sector-tech-leaders-can-speed-up-the-journey-to-the-cloud ::ci%ﬁEo‘N‘
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[ ClA ] ¥F_ Fox Business

ClA awards cloud computing_contract worth billions to firms
including Amazon, Microsoft, Google
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ClA awards cloud computing contract worth billions to firms including Amazon,
Microsoft, Google. Contract will go to Amazon Web Services, ...
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 FedRAMP(Federal Risk and Authorization Management Program)

1Bd, FE4d, 78d SHNM GEAIY OjX|= fld+=S 3

S5 (High, Moderate,
Low)2 2 5t 37hK| HEOoF ENE = T2

= H (Security Target) & HAXHS=Z BA|

POTENTIAL IMPACT

Preserving authorized
restrictions on information
acccess and disclosure,
including mcans for
protecting personal
privacy and proprictary

disclosure of information
could be expected to have
a limited adverse cffect on
organizational opcrations.,
organizational assets, or
individuals.

disclosure of information
could be expected to have
a serious adverse cffect on
organizational opecrations,
organizational assets, or
individuals.

Security Objective LoOw MODERATE HIGH
Confidentiality The unauthorized The unauthorized The unauthorized

disclosure of information
could be expected to have
a severe or catastrophic
adverse cffect on
organizational operations,
organizational asscts, or

FedRAMP Controls

Impact System Level

Low 125

Moderate 326

Guarding against improper
informauon modification
or destruction, and
includes ensuning
information non-
repudiation and
authenticity.

[44 U.S.C.. SEC. 3542]

modification or
destruction of information
could be expected to have
a limited adverse cffect on
organizational operations,
organizational assects, or
individuals.

modification or
destruction of information
could be expected to have
a serious adverse cffect on
organizational operations.,
organizational assets, or
individuals.

information. individuals.
[44 U.S.C., SEC. 3542)]
Integrity The unauthonzed The unauthorized The unauthorized

modification or
destruction of information
could be expected to have
a severe or catastrophic
adverse effect on
organizational operations.
organizational assets, or
individuals.

High 421

Availability

Ensuring timely and
reliable access to and usc
of information.

[44 U.S.C., SEC. 3542]

The disruption of access to
or usc of information or an
information system could
be expected to have a
limited adverse cffect on
organizational opcrations,
organizational asscts, or
individuals.

The disruption of access to
or usc of information or an
informatuon system could
be expected to have a
serious adverse cffect on
organizational opcrations,
organizational asscts, or
individuals.

The disruption of access to
or usc of information or an
information system could
be expected to have a
severe or catastrophic
adverse cffect on
organizational opecrations,
organizational assets, or
individuals.
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0| = FedRAMPRL} 8t= CSAP H| il

KISA 2F S22 EMH|A HOFOIS K| E( CSAP : Cloud Service Assurance
Program)2 =2t E MH[A FHEE TS| SH[E= HA

O

Control Type m ngh

1. Access Control 11| 43 | 54
2. Awa.reness Training _ s 5 7 =x|5L0f [Iaas S_a:zs Sais Daas
3. Audit and Accountability 10 10 30 HE | ZHH .
4. Security Assessment and Authorization 9 16 16 1. 83225 A gl x X s | 5 1 2 | 5
5. Configuration Management 11 26 36 2. I L 12 5 2 8
6. Contingency Planning 6 23 35 3. Xpakzte| 10 3 0 10
7. ldentification and Authentication 15 27 32 4. MH| &~ S5 ze| 4 3 0 4
8. Incident Response 7 17 26 5. oA Z2| 7 7 2 7
9. Maintenance 4 12 14 6. MH|A AXd Ztg| 7 6 2 7
10. Media Protection 4 10 12 7. =8 4 3 1 4
11. Physical and Environmental Protection 10 20 26 8. =2c|F =2t 12 0 0 12
12. Planning 3 6 6 9. Zhatzt EQF 10 6 1 7
13. Personnel Security 8 9 10 10. @ =S Al 10 10 5 10
14. Risk Assessment 4 10 12 11. HER3 B¢t 6 S 2 6
15. System and Services Acquisition 6 22 26 12. HIO|H B gl 25} 10 8 4 10
16. System and Communications Protection 10 32 39 13. A28 i 2 = =8¢t 12 10 2 12
17. System and Information Integrity 7 28 38 14 SSEE F7h B2t At 8 | 7 | 7 | 8

sum § 129 316 | 419 | =7 |r_11_7_ 78 | 30 | 110
(a) FedRAMP EX| Etel &l S =F2 SHIF = (202043 427[E) (b) CSAP SX| 20F A 2 E MH|A: /REE SMES = \‘ ;‘,

~— 023 o
=X . i, "B27|Re| QUZZALE £ BASIE 93 MH THQ SEALEMH|A Ot 9IS - FedRAMP vs CSAP,” 2022 g s
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Google claims it has achieved 'quantum
supremacy’ —but IBM disagrees

Task that would take most powerful supercomputer 10,000 vears
‘completed by guantum machine in minutes”’

-
-
4

" .
V)

sycamore Quantum processor, compared the feat to building the first rocket to

A Sundar Pichai, pictured with t
each space. Photograph: Reuters
¢'0
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ZX: Guardian, 2019. 10.23. https://www.theguardian.com/technology/2019/oct/23. HACKTHEON
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=32 USMEIT} RSA US| = A

SUXHIFEIZF X RSA A==} o= ==
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-HE7|=F 2Fp - H|27|(p)=29, 2|2l AtAH== g=15, 11
« Enc(3) = 3 + 29x15 = 438

- &=23} Enc(m) = m + pq (q: ¥2le| A= « Enc(5) = 5 + 29x11 = 324

_ oAl Ol 253 - gt A =223
e Enc(ml) + Enc(m2) « Enc(3) + Enc(5) = 438 + 324
= (m1+pql) + (M2+pq2) = 3+(29x15) + 5+(29x11) = 762
= (m1+m2) + p(ql1+q2) = (3+5) + 29(15+11) = 762(mod 29)
= Enc(m1+m?2) = Enc(3+5) =8
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3| CH
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ISO #&F

BGV, BFV
CGGl
q = CKKS

URL

https://github.com/homenc/HElib

https://github.com/microsoft/SEAL

https://github.com/snucrypto/HEAAN

https://palisade-crypto.org/software-library/

MEo|ur ALEIZ 4N 58U d02|S(AF) CKKS 7HE
INESTE L ¥
20008 X ANESHAS
20113 E[ZEO| A8 Ittt 58 A=
20134 &2 00|y Xz|of 2utHel s
20164 E|ZEo| d= M X[RStE 88U
S QEAA 2I0|E 2 2|7} CKKS X|&H &=
Library Organization Schemes used
Helib IBM BGV / CKKS
SEAL Microsoft BFV / CKKS
HEaaN CryptolLab CKKS
PALISADE Duality Technologies BFV / BGV / CKKS / CGGI
Lattigo EPFL BFV / CKKS

» CKKS: Cheon,Kim, Kim and Song

 BFV: Brakerski / Fan Vercauteren

» BGV: Brakerski Gentry Vaikuntanathan

* FHEW: Fastest Homomorphic Encryption in the West

https://github.com/Idsec/lattigo
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https://github.com/homenc/HElib
https://github.com/microsoft/SEAL
https://github.com/snucrypto/HEAAN
https://palisade-crypto.org/software-library/
https://github.com/ldsec/lattigo
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v, v
IDASH J TRACK 3: BEST-PERFORMING TEANS

Evaluated on (three datasets of 1422 records for training/ 157 records for testing + 18 features)

20174 =M A& EotAEICH2|(iDash) Kl A
% O0|AZAZTEAL EtA EPFL SO S0
XA 7ol 522 HLt

o O
2S5 AlSEet BEES LIEILIY 235

Encryption Secure leaming Decryption ,
Overall time

5 )
0.1136 Size (MB) Time (mins) Memory (MB) Size (MB) Time (mins) ~ (mins)

Time
(mins)
\ 06934 537.667]  0.060Q 10250 2775.333 64875
CEALIST (06930 53.000[ 1.303] 2206.057|  238.255 0350,  0.003 2207.363

—————————~\

MAZIDC SEAY=A=S UF. Ulewen 06722 404000 4304 1sseoe| ms67 torel ooy teoord
EPFL  |o@sed fom7s0| 1633 15089 1498513 78 oon] 16739
MR 0657 1045600 11335 35021 26299344 760000 0033 396390
Waseda (07154 2030 1178 2077 763600 20390 201  53% X

X
. Saarland (N/A | 65536.000 1633  48.356| 29752527 69536  7.355  57.344
a5 Microsoft E P F L 2
e *Interactive mechanism, no complete guarantee on 80-bit security at “analyst’ side
2R Al HOFNCNY : WEE QEctx g | e von; yied v 0
229E HEYOZ SUYHE ML (s R AN, B

u Y ) S=303 —
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IEnd to End Performance - Evaluation result { F1- Score ) at different cutoffs
Jeam Submission Schemes - |Running : 0.01 ~ 0.001 . 0.0001 - 0.00001
B Do S S - |time - - Peak - - - | - S B S S S B B S L
: - |{mins) Memory (M) Gold: | Semi | Gold Semi Gold - Semi -Gold Semi
A*FHE -1 + : lo22.48 13,777 : 0.977 . 0.999 |0:986 0.999 |0.985 @ 0.999 |0.966 0.998
AFFHE : : HEAAN: : f | : : : : : :
3 IR A*FHE =2 - SR -§1,63297 4,053 - - |0.882 - 0.905 |0.863 -0:877 - |0:827 - 0.843 - {0.792 - 0:826"
-::h' Version 1+ - TEHE & HEAAN -§201.73 10,375 i 0979 - 0.993 |0.987 0.991 |0988 - 0.989 |0.982 0.974
imera - - . . . | : - - - - - -
Version 2 : (Chimera) §215.95 115,166 . 0.339 © 0.35 |0.305 0.309 |0.271 :@ 0.276 |[0.239  0.253
' D’e’lﬁ’Bl’u’e’ 'Deift Blue . JHEAAN: ‘11,844.82 10,814 | |0.965 : 0.969 |0.956 0.944 |0.951 '@ 0.935 |0,884 0.849
LUC San  Logistic Regr + HEAAN: -11.66 }14,901 ; 0983 - 0.993 |0.993 0.987 |0.991 - 0.989 |0.995 0.967
| Diego  LinearRegr - | - -fo42 3,387 | |0.982 - 0989 |0.:980 0.971 |0.982 ' 0.968 |0.925 0.89
Bualite 1 Logistic Regr +. | CKKS (Aka HEAAN), [ 3.8 10,230 . |0982 © 0993 |0.991 0.993 [0.993 : 0.991 |0.990 0.973
Lality Inc : . . . 1 T : : : : : :
: Chi2 test : pkg: PALISADE -J0.09 11,512 : 0.968 - 0.983 |0.981 0.985 0.980 : 0.985 |0;939 0.962
Seoul - ISNU-1 - - - S R S §52:49 - - 15,204 - - |0.975 - 0.984 (0,976 - 0:973 - |0:975 : 0.969 - {0,932 - 0:905"
National : . |HEAAN: : E - : : : : : :
University SNU-2 : : 152.37 115,177 . 0.976 | 0.988 [0.979 0.97% |0.974 @ 0.969 [0.939 0.909
o IBM-Complex . JCKKS. = ... . §23.35.../8,651. . ... . [0913 . 0.911 |0.169. .0.188. . |0.067 .0.077 . |0.053. .. 0.06. .. ‘
1BM : : (Aka HEAAN), : [ : : : : : : : \
: IBMI- Real : pkg: HElIb -152.65 115,613 : 0.542 - 0.526 |0.279 0.28: 0.241 - 0.255 |0:218 0.229 2023’,
) ) : : : : : : IACKTHEON
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iDASH 2020 : A

Final Rankings
(Considering Time
and AUC)

#

o
=

a

\

1st Place: SNU, Desilo,
Chimera, SamsungSDS

2nd - Alibaba Gemini Lab, A*FHE

4

Team Name Institution End-End Time (Sec.)
SNU Seoul National University South Korea 286.13 0.9857596265677173
Desilo Desilo South Korea 4370 0.9774713444941853
Chimera Inpher Switzerland 074 0.9704708204593838
SamsungsDS SamsungSD5S South Korea 3.39 0.9745466735892511
Alibaba Gemini Lab Alibaba Group China 3.82 0.9668795482408528
A*FHE A*STAR Singapore 186.01 0.9774805423336614

o
N2,
="2023 ™
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Gartner Top Strategic Trends for 2021 - @& =22| A= £ X (20.10)

People centricity

Privacy-enhancing
computation

Privacy-enhancing computation comprises three types of
technologies that protect data while it's being used to enable
secure data processing and data analytics:

« The first provides a trusted environment in which sensitive
data can be processed or analyzed. It includes trusted third
parties and hardware-trusted execution environments (also
called confidential computing).

« The second performs processing and analytics in a
decentralized manner. It includes federated machine
learning and privacy-aware machine learning.

= The third transforms data and algorithms before
processing or analytics. It includes differential privacy,
homomorphic encryption, secure multiparty computation,
zero-knowledge proofs, private set intersection and
private information retrieval.

Top Strategic Technology Trends for 2021

This enables organizations to safely share data in untrusted
environments, an increasingly in-demand desire as the amount
of data grows alongside the need to protect that data.

What is homomorphic encryption?

Homomorphic encryption (HE) is a cryptographic method
that enables third parties to process encrypted data and
return an encrypted result to the data owner, while providing
no knowledge about the data or the results. HE enables
algorithm providers to protect proprietary algorithms and
data owners to keep data private. Homomorphic encryption
is still maturing. In practice today, fully homomorphic encryption
is not fast enough for most business implementations.

oty

2023 —‘
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(=21 1149 1,0009 Hf > 193 1,000H (O 8 HYA SEAh

Craig Gentry
(the father of HE)

HE Speedup (slide courtesy of Jung Hee Cheon)

Craig Gentry

* HE is getting faster 8 times every year

e.g. Bootstrapping time: the most time-consuming operation in HE —
Bootstrapping Is
Bootstrapping time (Log scale, us/bit ) the slowest
10 1-bit: 1800s PR
R 19us/bit bootstrapping _|—" | operation in HE.
L
531-bit: 1725 / time! (amortized)
2KB: 320s 0.99us /bit boot ,
4 S/ DIU [ Strayf o
& /'zs/ it boo sfmppmo | The speed can be
2 262 oKE: 355 o time! (amortized) \ realized only in
0 262.5KB: 755 CryptoLab’s
2011 2013 2016 2019 2021 HEaaN.lib
1stgen. 2" gen. 3rd gen. 4t gen. 4 gen.
(CGGI) (CKKS) (CKKS+) ooInn)
193 CF PT‘ CKKS: CPU-based, CKKS+: ¢ !¢..°. '\ e ‘s\‘"b“’,
023 —
HACKTHEON
SEJONG

=X : From a talk by Craig Gently, who first invented FHE, at EuroCrypt 2021 https://www.youtube.com/watch?v=487AjvFW1lk



https://www.youtube.com/watch?v=487AjvFW1lk

. Gartner Top Strategic Trends for 2022 - S LS E Cf
. 2025HE = 2 7|9| 60% O|A0| PET 7|= KH{EH, S22

TREND

Privacy-Enhancing
Computation

The real value of data exists not in simply having it, but in how it's used
for Al models, analytics, and insight.

Privacy-enhancing computation (PEC) approaches allow data to be shared
across ecosystems, creating value but preserving privacy.

Approaches vary, but include encrypting. splitting or preprocessing
sensitive data to allow it to be handled without compromising
confidentiality.

How It's Used Today:

M (21.10)

L 11
AL

DeliverFund is a U.S.-based nonprofit with a mission to tackle human
trafficking. Its platforms use homomorphic encryption so partners can
conduct data searches agsainst its extremely sensitive data, with both the
search and the results being encrypted. In this way. partners can submit
sensitive gueries without having to expose personal or regulated data at
any point.

By 2025, 60% of large
organizations will use
one or more privacy-
enhancing computation
technigques in analytics,
business intelligence

or cloud computing.

Source: Gartner

How to Get Started:

Investigate key use cases
within the aorganization

and the wider ecosystem
where a desire exists to use
personal data in untrusted
environments or for analytics
and business intelligence
purposes, both internally
and externally.

Prioritize investments in

applicable PEC techniques
to gain an early competitive
advantage.
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= (Privacy Enhancing Technology) 7‘%9-‘ Hlﬂ

SYU2=PET 7|8 & E00d & HO|H &8d SHYM 7tE &=
PET (Privacy Enhancing Technology) 7|=

o SAUUD = QIR offF F0t ot 2} LHE X0 ot H|O|E 5=
A ) XHo z U
_Lllg e — —_
Fa— T Securlty - %%I%PE/MPCE _Jlk_g!.&-!gi = XI'F_I'
- HtH | Dp= 5 CHH| EOHMO| oM, TEE = H/W M0 o=
o AU = E3| 7|2t OHHSHA| E2|SHH H.
f‘frcrtl']rs':y Trust - TEE= Trust ZHO|M TEEE Software & MZE O Z AZ|sl{of &
LDP**
o 5AD 7|Ht G2 |2 HO|EE 8% AHitut Ao SUst
A ZdugE MsT
ccurac N
_— Y| . Lppe The GIMO|OH M8 JhS3i, O|E| KX He
Lro A% (0f: 100K O|3h H=t: HE Ol =
. o 53UD ZE Al =X E HIO|EHE CIAYSH BEEE EE 7158
o Accuracy / Lo Data Reuse - MPC ¥ LDPL EX 2220t 28 Jts
Data Reuse

*Multi-Party Computation; *=*(Local) Differential Privacy; *=*=*Trusted Execution Environment
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0|ﬂ

0347 (2019. 12.11)
%%*2 =L EE3}

ghe y2ey

BEEF FEENUTAHRE(TTAS)
BEHS TTAK.KO-12.0347 T EEHE
A 2019-12-11 &1 0]2 235
Ba BEY AL SERE €8S
HEEEY Homomarphic Encryption for Arithmetic of Approximate Nurnbers
0| B2 DM AL STEYSE Agots S3YUSE ot UL 2E0M AN S US| SR 44 ¢
Bt AEE0| Cis ZAMELEE AlAlSt L HREE F2t

A2 259 standard defines a method for generating cipher-text of the algorithm and an approximation method for

The standard defines a homomaorphic encryption algarithm that supports approximated operations. The

cipher-text, and the reboots.

A2 ISO/IEC JTC1 SC27 WG2 3|0 A THR-UX| 2

IIEII-
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249k (Use Case)
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(HE: Homomorphic

Encryption)

(FL: Federated Learning)
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#3 Privacy23 AIAH|A =H2(0|0|X|)
SdU= 7|4t 0|0|X| Feature H| WAL = JE O|O|X|E A0 Baiet EQ QUZ

STER IS =

Currently used by governments and private firms across the world, facial recognition is considered the least intrusive c

CAPTURING

G —
/ The foremost requirement is to capture the
image and that can be done by scanning
¥/ existing images or using cameras

/ ¢ : .. : o- : >
- .7.~ ».- —‘/v -
— EXTRACTING i g AL
Unique fadal data is then extracted r=) %’.%"2 I:IIJ._II_ Odﬁl'
N N - ---Lrgn-thsgtnp'-e. -------

I 4 A
1 @ I
I %4 COMPARING I
I , The data is then compared I
1 ]

Unique ! , with the database.

MATCHING
The software then decides whether the

@:;,1;133 sample matches any picture in the

database or not_

8 | 1 [FacelD] XIE, BH|, QAN § £ 4H AF B3 "
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https://heaan.hemedicalchat.shop/

. H E A A N clear about

CRYPTO LAB

Hi, it's a pleasure to meet you! I'm a medical chatbot that will provide you with a preliminary
diagnosis of your health condition. Please enter your symptoms using the send button, and
once you are finished, press the complete button. You will receive the names of the top three
most likely ilinesses based on your response.

a high temperature or shivering (chills), coughing a lot for more than an hour, or 3 or more
coughing episodes in 24 hours, a loss or change to your sense of smell or taste, shortness of

breath, feeling tired or exhausted, an aching body, a headache, a sore throat, a blocked or
runny nose, loss of appetite, diarrhoea

The three suspected diseases are Common Cold, Allergy, Hypoglycemia.
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1) Pre-trained Model

Training from Scratch

Convolutional Neural Network (CNN) C ar \//
& — 95%—) car_classification_demo.mov
Truck X
ee o - .

Bicycle X

Transfer Learning

Fine-Tune Network Weights
Pre-Trained
CNN New Task | gistic

Regressio - Tank x
n

New Data

-Input [ Enc(Tank image)] = Result 0.29 sec
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https://drive.google.com/file/d/1YgXORaMvLbRavrTP2Gl0NUrW6Ut0OvH_/view

M=
O O

A .
‘= (Transfer Learning)

encrypted not encrypted
dataset Running time ACC()  ACC(h)  ACCloss ((b)- (a))
Total (s)  Time/lter(s)
MNIST 2477.66 8.26 93.05% 93.10% ,’V 0.05% \\I
CIFAR-10 1032.75 8.26 91.90% 91.65% i -0.25% i
Face Mask Detection 499.78 [.78 95.46% 95.46% : 0.00% |
DermaMNIST 1221.05 3.05 15.06% 75.06% i 0.00% E
SST-5 614.68 3.07 33.67% 53.44% i -0.23% E
SNIPS 421.05 3.01 94.71% 94.71% ] 0.00% ]
D A /
< GPU: NVIDIA Ampere A40 7| & é{g"}”
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