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Ἄ∂ҍ ╪Ἅ┼ ̪ὡ



4 ụ‰ ᶘ,

ҥ╪ ↔̓ Ṓ ʼ Ӵᴆᵡ



ҍ Ợ̆!!



ᵬṪᵙ♬ Ṭʺ Ἓ!!

Ḣ Ṉ, ░ /תּ ░Ḣּתᾎᾅ , Ό ḕ╪ױᾅ, ἌḲ ♪͐

Ⱡ Ӯ ᵤ╘ ♬ṒṒ Ⱡ ἒ ⇔↔ אַ

ṨᶷṊ, ͙̕Ṋ ṒΌ̕Ⱡἡ ⇔₅/ ♬͙ –♩ ṪἍ ʺ(Ц 1 ) 

ḓ ♬ṒṒ ̕ᵙ ́(ISMS) ╬ּש Ӯ

‰ᶴᵬ̓ ╬ Сᵬ╥ ᶹᵙ♠ Ṫᵙ ⇔₅ ̆

(̰ʺ͙̕, ͔╔Ợ) 

ᵤ╘ ͙ὥ♠ ̕ᵙ♠ ṒΌ ҍ ⁄ Ṭ̯, Ợ̆ ḛỸ



⁷˺Ợ Ӵᴆᵡ !!

4 ụ‰ ᶘᾎҍ, Ợ̓ז Ợᶹ╪ ╬ С╙ ᵰˌᴛ ⁷˺Ӆ ▓‡ ♬Ṓ╥ ỸἛ̓ ὡ︡, 

̑┬, ↔╪ ╪ᴴ‡ּתѤ ⁷˺Ợ ᴛ בֿ

ᶹᵙ♠ ᵬ Ṫᵙ ṒΌҍ ╘ , Ẍҥ╪ , AI Ӯ 4 ụ‰ ḛ♣⁄ ◑תּ מ

ŗ╬ С╙ ᵰˌᴛ Ợ̓ז Ợᶹ⁄ ҍ Ṓ ₮ ҥ╪ ╥ ̑┬₮ ↔╪ ╪ᴴ‡ⱨ‒

ѻŘѤ ⁷˺Ợ ╥ ͙ṕ∟ ̓ Ḥ

,Ϯױ͎ IoTᾎҍ⁄Ἄ ҍ ṒΌỢ̆ ḛỸᾎ תּ͔ͥתּ ˷‴Қ ṒΌỢ̆₮ ẋ̪ ὡ

′Ѥ җ Ợ ♠ ˿Ⱡ♠ ה מ ↕ᴎ



ҥ╪ ↔̓Ṓ ҿᾎ ⅝
Big data ḓ AI ᾎҍ╥ ҵמᴛ ˌ╬♬Ṓ Ӯ Ḋˁ▫ᴮ ṪἍ ὡ⅝Ѥ ⁄ҵ

ḛ♠╖ᴛ ʺשּ ˦╖ᴛ ₉ ӇϮ, ╪₮ җṬ‡ ҥ╪ ┬ Ợ̆ ⁵ᾎ שּ͕



ӥᾎᾅ↕ג ⅝Ἓ

Ḋʼ ӥᵑ↕ג ↔ ˿↕ ẖᵐ Ἄẋᾅ Ⱡ̑╘ ᶹᴝ, ♠╘ ẋ↔╖ᴛ

Ό♬♠╬ Ἄẋᾅᵑ Ⱡ̑(ᵰ תּ ᵙ , 2020Ц)

: McKinsey & Company, 2020, https://www.mckinsey.com/industries/public-and-social-sector/our-insights/how-public-sector-tech-leaders-can-speed-up-the-journey-to-the-cloud



Ḉ̰̑̑Ṫ‒ ӥ♠↔Ợᴗ↕ג

ḹᶴṨ(DOJ), ̰ ΌṒṨ(DHS) Ӯ╘ AWS, ̰ ᵞṒˠ∟(NIH) Ӯ╘ ̯͒

AWS Google



Ḉ̰̑̑Ṫ‒ ӥ♠↔Ợᴗ↕ג

Ḉ ┴̱, Ḉᾎʼל Ӯ╘ IBM, Ữ̑ ╥ἵ(Chamber of Commerce) Ӯ╘ MS

MicrosoftIBM



Ḉ̰♬Ṓ͙̕ҵ ?↔⇔░ӥἌẋᾅҵ↕ג

Å‡Ѣ ὡתּͥר Ḋʼ ӥ↕ג ↔?

[ ̰ḢṨ ]

[ CIA ]  

[ NSA ] 



Ḉ̰̑̑Ṫ‒ ӥṒΌҍ↕ג
ÅFedRAMP(Federal Risk and Authorization Management Program) 

͙ḌἛ, ᶴ˺Ἓ, ʺ↔Ἓ ᶔ⁄Ἄ ♬Ṓ▫ụ⁄ Ḉ Ѥ ─ ὡר╙ 3Ӯ͕(High, Moderate, 

Low)╖ᴛ ̯Ṫ ̆ תּʺ3 ṒΌᶜ (Security Target)Ṋ ⱠӇѤ ᶜ ́♠╖ᴛ ᶘᾎ

ʻ ♬Ṩ͙̕ᵡѻ Ṋҵ תּ┬
₵Қ ṒΌ⅝ˠ ḓ Ⱡҵᵑשּ╬
FedRAMP ᴛ

ᶛӧ ♬Ṩ͙̕⁄ ▀̕Ἓ▓˭
♠↔ ʺѫ



Ḉ̰ FedRAMP₮ ̰ CSAP ẋ̪

:  ┼ҍ , ŗ͖̎̎̒╢ ḇʹ ׇ→Ӣ Ҳ█ Ἐ ᵎ ⌐ ♆♫ Ɑ˝╩ ׇ→ӢἉẈᾂ ṏῶ צּ╩ - FedRAMP vs BR@O+ś 1/11

KISA ⇔₅ ӥἌẋᾅ↕ג ṒΌ╬ּשⱠҵ( CSAP : Cloud Service Assurance
Program)╘ ӥ↕ג Ἄẋᾅ ┬ Ṋᴛ Ѿὣ Ⱡ ᶜ ᶘᾎ



ӥᾎᾅ↕ג ╙ ↔ Ώ ѻᶔתּ ?

Å ᴛϮ19 ҥḉ, ř20Ц 3∩ ỢỮ ┬╥ ╬ג₣ ˌ

V͙Ⱶ ╬ג₣ ᾎᾅ ╥ ὡ↔ѫᴏ ́ (ὡ Ḥ ◑?)

Vᶙ Ͽל 600ᵣᶘ╪ ҿᾎ ╬ג₣ ὡ‰ ̪┴⁄ ⅝ Ἄẋᾅ ▫∟ Ⱡ̑

Å ᴛϮ19 ḥᾐ ♪ꜙ Ợ♣₉–ᾎᾅ

V ҉ ὡ ᶘ╪ ♪ἶ Ѥ Ợ♣ ₉–ᾎᾅ ╥ מ Ṏᶜ Ữ ˺

Vᾎʼ҉ 200ᵣᶘּͥת ₉– ʺѫ Ợ♣₉– ᾎᾅ ̯

ʺשּ╘↔ӥἌẋᾅ╥Ợ↕ג ̆▓╖Ϯ͙ḌἛ, ᶴ˺Ἓ, ʺ↔ἛӮ

ṒΌᶷⱠ↕ᴎ



̑̑Ṫ‒ ӥ↕ג ṒΌ͋♬ˌ♬

Ⱡ41ⱳ( ӥ↕ג ṒΌ) â ʻ͕͙̕╥ ◑╘ Ḋʼ ӥ↕ג Ἄẋᾅᵑ ╪↔ ̆▫ ˿↕ ѻ╛ ʻ

⁄ ҉ Ѥ Ợ ╙ ὡר ⁴‒ ѻ. 

2. ѻ╛ ʻᶜ╥ ⅝ˠ⁄ ӻג ▀ḙ ╪↔▫↔ Ἄẋᾅ₮ ₅⁵╪ ṪᵙӇ‡ Ⱡ̑ӇѤ Ἄẋᾅ(╪ ŗ̑ ♣̑↔( ) Ḋʼ

גӥŘ↕ג ѻ)╥ ╪↔

ʺ. ₅⁵ ṪᵙѤ ▀ḙ ╪↔▫↔ Ἄẋᾅ₮ ҥ╪ ḓ ᴛἝᾅ Ӯ╥ ʼἘ′╪ ̰ʺ♬Ṓ∟ ḓ ╪↔͙̕╥ ṒΌ̕Ⱡ, Ợ̆ⱳỢ, 

₉ḢṒΌ ҿ ᵑתּ┬ ─ Ⱡḙ ˿╙ ᵣⱴ ‒

Ϯ. ₅⁵ ṪᵙѤ řᾎᾅ גҵŚ⁄ӻ⅝אַ ᶹᵙ♠ ֞Ѥ бᵙ♠╖ᴛ ̯

ѻ. řᾎᾅ ҵŚṪᵆѤ⅝אַ [Ṋ 4]╥ ר͙ ↔ר <ᾐἒ 2023.1.31.>

̰ʺ ♬ṒṒΌ͙ṕּת ˌ♬

̑̑Ṫ‒ ӥ↕ג ╪↔ᾎ ҥ╪ ╥ ʺ Ӯ ♬Ṓᾎᾅ ╥ ҵᵑ⅝אַ Ṫᵆ (3Ӯ͕), 

Ӯ ӈ ṒΌҍ ╙ ♠↔ Ѥ Ḣ ╖ᴛ ̰ʺ♬ṒṒΌ͙ṕּת ˌἐ(2023.1.31)



ӥҵ░ᾎᾎᾅ↕ג רҵṪᵆ͙⅝אַ

ӫ͒ ṧᵃ͖כ ₂⁮ṧᵖ

ừ

͒₂ ҉♬Ṓᾎᾅ ⁄ҍ Ѥ⇔₅͙̕,▫ụḓˌ╬⁄˭ ᶘ♠Ὸ₅ ╙Ḉ ὡ▓╛

ᶹᵙ♠

ṧᵃ͖כ
̰ʺ ҍאַ ╪╫(ΌṒ, ̰ʺΌ♣, ̰Ḣ, ▀, Ω̪ Ӯ), ὡỢ ◓ Ӯ Ḋˁ♬Ṓᵑ

˞Ϯ ♬ϿṨ‰ᶴӮ╙⇔₅ Ѥᾎᾅ

שׂ

͒₂ ҉♬Ṓᾎᾅ ⁄ҍ Ѥ⇔₅͙̕,▫ụḓˌ╬⁄˭ᾔʻ ₅ ╙Ḉ ὡ▓╛

ᶹᵙ♠

ṧᵃ͖כ ẋ̑ˌ‰ᶴ▫ᴮᵑ ֞Ѥ⇔₅ Ѥᾎᾅ

͒₂ ҉♬Ṓᾎᾅ ⁄ҍ Ѥ⇔₅͙̕,▫ụḓˌ╬⁄˭Ⱡ ♠╬₅ ╙Ḉ ὡ▓╛ ᶹᵙ♠

֞Ѥ

бᵙ♠ṧᵃ͖כ
ˌ╬♬Ṓᵑ תּ Ώ̆ ̑ˌӈ ̑̑ҥ╪ ᵑ ֞Ѥ ⇔₅ Ѥ

ᾎᾅ

̰ʺ͙̕╘ ӥἌẋᾅ↕ג ҵ░ᾎ ᾎᾅ ╥ Ἓ, ♬Ṓ╥ ҵ⅝אַ ḓ ͕₅ Ӯ ᾎᾅ
ṒΌ ҵᵑ⅝אַ Ѿ ⁴ Ữ/ַא/ Ӯ͕╙ Ṫᵆ



̰Ͽ̑̑Ṫ‒ ♥/ӥҵ░⅝ˠ↕ג

ʹ ӥ↕ג Ἄẋᾅ ҵ░⅝ˠ

ÅỢ♣ ˤּש : KISA╥ ṒΌ╬ּשⱠҵ(CSAP)⁄ ╥ ╘Ḛשּ╬ ӥ↕ג Ἄẋᾅ ҍỮ╖ᴛ

̰♬∟⁄ ҵ░⅝ˠ ╬ ⅝

ÅỢ ˤּש : ὡ⅝͙̕╪ Ữ͕͙̕ ֞Ѥ ♣ᶷ ʺ͙̕⁄˭ Ό♬Ἓ ╬ Ữ͕͙̕ ֞Ѥ

♣ᶷ ʺ͙̕╪ ̰♬∟⁄ ṒΌ͙ר ♠ ⁴Ṩ ╬ ⅝

ʹ ӥ↕ג Ἄẋᾅ ҵ░ ♥

Å♬Ṓ Ợ‰ ́ ὡᵞ: ʻ͕͙̕╘ ̰♬∟╪ ҵ░ ⅝ˠ╙ ╬ Ḋʼ ӥἌẋᾅ↕ג

(NCSC ˭ᾎ) ҍỮ ӥ↕ג ˿╙ ҥ╪ ┬ Ḣּת ḢΌ Ӯ ▫ ṒΌҍ ὡᵞ

ÅṒΌἛ ˤ : ̰ʺ ♬ṒṒΌּת ⁄ ᶘᾎӈ ṒΌ⅝̯Ợ ̓ ̰ʺ ӥ↕ג ṒΌ

ʺ╪ӥג╬⁄ ᶘᾎӈ ṒΌ͙ר╙ ᵡᴐ, ̰♬∟⁄ ╥ᴧ

* ᾎᾅ ҵ⅝אַ Ṫᵆ ᵙᾅ ▬Ἓ, ג↕ӥ ₅⁵Ṋ ṒΌ ͙ṕ∟ ὡר Ӯ



ΌṨ, ♬Ṓᾎᾅ Ӯ͕ṊṒΌ̕ᵙⱠҵỢᴗ(2019) 

Å ♬Ṓᾎᾅ ╪ ͕ Ѥ ♬Ṓ ֞Ѥ Ἄẋᾅ╥ ⁄ҵ⅝אַ ӻג 5ˌ Ӯ͕ Ṩ⁴

Å1Ӯ͕ : ̰ʺ Ⱶᵞ̕ᴐ ̰Ḣ, Ω̪, ▀Ṫ‒ ᾎᾅ

Å2Ӯ͕ ◓⁷▫ ,̑ ,בֿתּ : Ӯ ̰ḊỸᶘ̕ᴐ ᾎᾅ

Å3Ӯ͕ : ˌ╬♬Ṓ, ˠˆּבֿש Ӯ ̰Ḋˠˆ̕ᴐ ᾎᾅ

Å4Ӯ͕ : ‰ᶴ ὡ ╙ ͙̕ Ѿὣ ♬Ṓᾎᾅ

Å5Ӯ͕ : ̑ˌἌẋᾅᴛ ̰Ḋ⁄˭ ḈḈ ₅ ╙ Ѥל ᾎᾅ

♬Ṓᾎᾅ Ӯ͕Ṫᵆ

à ̭ʷΛở ♅ Ҳ⅔שׂ ʷ ɠ á ᾋᾂ Ἐ Ḗ₂ ɠ â ͖̒ ᾍᴤҲ ʷᵎ ⸗ , ♩ṏᾋᾂ

ӫ͒ ṧᵃ



ΌṨ♬Ṓᾎᾅ Ӯ͕ṊṒΌ̕ᵙⱠҵỢᴗ(2109Ц)

ÅṒΌ̕ᵙ ὡר 3Ѿ́(H, M, L)ᴛ Ṋ,Ӯ͕Ṋ Ṋ ӈ ṒΌ̕ᵙ ὡ (₉ᾎ)

כ͖ 1 2ӫ͒ (H) 3ӫ͒ (M) 4 5ӫ͒ (L)

–♩ ♩ˤ

♬Ṓ ᾐ͙ḙᾎἒ –♩

♩ˤ ᶜ(ừ, ׂש)⁄ ӻג

№ṥ♣ˡ(⁷1 ),

Ҋϼ№ ≥ἉẈᾂ ᶘ╢ ᾋ

♬Ṓ ᾐ͙ḙᾎἒ –♩

♩ˤ ᶜ(ừ)⁄ ӻג

■ ♣ˡ(⁷1 ),

Ҋ№ ≥ἉẈᾂ ᶘ╢ ᾋ

♬Ṓ ᾐ͙ḙᾎἒ –♩

♩ˤ ᶜ(ừ)⁄ ӻג

■ ♣ˡ(⁷1 ),

Ҋ№ ≥ἉẈᾂ

♣‏ ѻҲ̬ᴛשּ Ѿבֿ

–♩ ⱳ
ᾎⱳסּ Ṭʺѫ –♩

ᶛѱ ᵠ(ṧ͖ 1 ) 

ᾎⱳסּ Ṭʺѫ –♩

ᶛѱ ᵠ(Ḗ͖ 1 )

ᾎⱳסּ Ṭʺѫ –♩

ᶛѱ ᵠ(⁴ 1 ) 

♇◑ᵰ Ṭ↔ ᵙ ᶶᵖ♅ ₰♣ ὅ ■͖♅ ˳⁄ ╥ ὅ ₭♆ ᵳ 3 ╧ừ ὡ

ᴛ͎ ͙ᴜ ˤ ᴛ͎ˤ (√ 1 ) ᴛ͎ˤ (ṧ͖ 1 ) ᴛ͎ˤ (Ḗ͖ 1 )

ᴛ͎ ─ṉⱳ Ḣּת
ᴛ͎ ♪͐̾ ἵ ,

ᴛ͎ Ṋҵḥ‰(3У ╧ừ)

ᴛ͎ ♪͐̾ ἵ ,

ᴛ͎ Ṋҵḥ‰(6ˉ√ ╧ừ)

♬Ṓᾎᾅ Ӯ͕Ṋ Ṫᵆ⁄ ӻᵐ Ṋ ӈ ṒΌ̕ᵙ ᾎ ʺѫ?

2019.6.27, Ṩ ♬ṒṒ ḓ ᾎᾅ ⇔₅҅҉ Ӯ⁄˭ Ӯ͕Ṫᵆ ḓ Ӯ͕Ṋ ṒΌ̕ᵙ͙ר ἒᶘ(80Ṫ)



̑̑Ṫ‒ ӥἌẋᾅṒΌⱠҵˌἐḢ↕ג
̰Ͽ ӥ↕ג שּ╬ ᴛ͎ע (CSAP)╘ ♬Ṓᾎᾅ ╥ ͙ḌἛ, ᶴ˺Ἓ, ʺ↔Ἓ ⁄(תּʺ3)

Ḉ Ѥ ─ ὡר╙ ᶛӎ ̆ᴎ Ӯ ӈ ṒΌ Ⱡᵑ Ⱡᾎ ᴜ ˌἐ

ʹ ♬Ṓᾎᾅ ╪ҵṪᵆ₮Ṋҵ╥ҥ⅝אַ╥ ἌḲϿḊˁҥ╪ ̑┬ ҍ

Å ҥ╪ ҵ, ♬Ṓᾎᾅ⅝אַ╥ ᶴѾ♪͐ḛỸ─ ҵӮ⁄ӻגᾎᾅ ╙◓̯Ἓ ˞Ϯ

Å ♇Ӯ͕ҥ╪ Ṩ ὣ ♠╖ᴛṊҵ╥ҥ╪ ἌḲ⁄ ♇◑ ̆ṒΌҍ ᵡᴐ ↔╪ӥἌẋᾅ↕ג

Å ṒΌ╥ַא⅝ҵʺᵰ↕и╘Ω̪, ̰ḢӮ̰ʺΌṒ͙̕ ḓ∟▫ᴏ, ♣ᴏӮⱠ‡ᾎᾅ ╙⇔₅ Ѥ♬Ṓ ᾐ

͙ḙᾎἒ⇔₅͙̕╥ᵬṪᵙ♬ תּ┬╘

Ṋ ṒΌ͋♬╘̰ʺḤ Ợ╪Ḳ̑˶⁄ҍẋ ἵ ╥ҍ ѤỢᾒ╬ᾏג╪

͙ⱵЛ √ ṒΌҍ ˆ ₮ Ζҿ   , ͙Ḍ́ụ (Confidential Computing) ӮỰᴛ⇔

ṒΌ͙ὥҵ░ ↔



ҿ   ͙ὥ



̑ˌ   (   ) ҿ   ( Ṓ   )ҍ   (ҥ╪   )PASSWORD(╬ּ͙שὥ)

RSA- 
  Ữ ́ụ╪

ʺѫ  
ẇᴜ  (AES)

1ἚҊ´ 2ἚҊ´ 3ἚҊ´ 4ἚҊ´

  ͙ὥ╥ḛ♣

ҥ╪ ♇◑/♣ἾṒ ᵑЕ‡Ợ↔ַא⁄ҵṒ Ѥ˦╪ ⅝



‚▫ ᾒ↔ ʺѫἛ (2019Ц̯͒ḛ )

: Guardian, 2019. 10.23. https://www.theguardian.com/technology/2019/oct/23 .



̰Ͽ‚▫ ˌḛ́

Á 2023Цᵦ 20 ẋ ‚▫ ᾎ⁷

Á 2026Цᵦ 50 ẋ ‚▫ ˌḛ

Á 2030Ц 500 ẋ ‚▫ ˌḛ

ᾐἛ◑ ר♣ 4.0

* IBM : 2021Ц 127 ẋ ‚▫ ̑ˌ

2023Ц 1,121 ẋ ‚▫ ˌḛᶜ

: ⱳἐ▀Ṓ (https://biz.chosun.com/science-chosun/science/2023/02/20/E5ZFMMIYP5FENNUOAKDVDQJY4U/)



‚▫ ╥  Ҷ─

‚▫ , RSA ̑ ˌ   ╥ ᾒᾎʼ Ҷ ʺѫἛ ҍשּ

ҍ   Ѥ   ͝╪ 2Ḥּשʺ ‒Ό♣Ἓʺѫ

RSA 2,048ẋ Ҷ₉Ữᾎʼ

ώ : ὡᾕ•Ц ╪Ữ

‚▫ : ὡḥ ╪Ͽ

Ό̃ᵖּס ´ ₂

Shor ̑ˌ җ ╪Ữ Ό♣ תּ Ώ╛

Grover

ҍ Ợ╪ּנ 2Ḥ ╪Ữ ʺשּ ⅝

ᾎ   ῼ̆ᵙּצ╥ ᴏ ͝╪ ʺשּ ⅝



 ̰אַ ♣ᶷʺ, RSA   Ҷל◑бה?(2023Ц)

( : ṒΌќᾅ https://www.boannews.com/media/view.asp?idx=113431)



4Ἕҍ  : ҿ   (Homomorphic Encryption)

Åҿ   Ѥ ҥ╪ ᵑ ´ Ṑ ╧‮ ⁴Ợ Ѥ ᾐ͙ὥ

ï ͙Ⱶ╥   Ѥ ṓ ⁷ụ ̆ ◓   . ╪ ̓♬⁄Ἄ ẋḌ Ϯ ᶷ Я ─

ï ř₰Ṉ ╬Ś: ҥ╪ ṏ ₮ ↑╪ ҿᾎ⁄ ʺѫ

ÅΌ♣Ἓ╪ Ṓ◑ӇѤ ̃╢ ׇ╧ḯᾋṏⱲ Ң╧ ṧἊ ͙ὥ

ï ˌ╬♬ṒṒ ͋♬(GDPR, CCPA, ҥ╪ 3ḹ Ӯ)╙ ὡר ᶒ ҥ╪ ṪἍ ὡ ʺѫ

* ҿ   : ‚▫Ό♣ 

ˌШἒᶘ:

- ṒἍỮ╪Ṫᾒ╙↕ᴎ
∟Ἅ╙͔̆⁄К‡ʺ̑. 

Ἕ̑╪ϥϱ ṒἍ╙ΊЃ

- ҥ╪ ᵑ ╙ḲᾎṒⱵ╪ג
─   ⁴ʺ̑. 

˺̓ᵣ╙ṓ



͙Ⱶ  ₮ҿ   Ợ↔ᾎҥ╪ ᵙ ╪♩

ҥ╪ (  ) + ẋḌ

Ң╧ ♄◌

Ң╧ Ṑ

Ң╧
˷ /ṧἊ

ṪἍ˺̓

∙Ṓ Ң╧

Ẉḉ

Ң╧ ♄◌

Ң╧
˷ /ṧἊ

ṪἍ˺̓

Only ҥ╪ (  )

Ң╧
ᵖ ˷̐

Ḑ
┘ ʷѨἘ

ᶷ

  ᶷ



ŏbut ᶴ ί˪ ʷѨ

- ẋḌ = ἵὡ ὴ

-   :Ὁὲὧ(ά) = ά + ὴή(ή: ▐╥╥ ▫⁷ὡ)

- ⁷ụ ḓ ṓ

Å╔▪╬(□ ) + ╔▪╬(□ )

= (□ +▬▲ ) + (□ +▬▲ )

= (□ +□ ) + ▬(▲ +▲ )

= ╔▪╬(□ +□ )

- ẋḌ (ὴ)=29, ▐╥╥ ▫⁷ὡ q= 15, 11

Å Ὁὲὧ(3) = 3 + 29x15 = 438

Å Ὁὲὧ(5) = 5 + 29x11 = 324

- ⁷ụ ḓ ṓ

Å ╔▪╬(3) + ╔▪╬(5)                 = 438 + 324

= 3+( 29x15) + 5+( 29x11)       = 762

= (3+5) + 29(15+11)             = 762(mod 29)

= ╔▪╬(3+5)                         = 8

♩Ὕ͖Ḗ Ҽ ´ ˉХ

ҿ   ˌШ



ҿ   ╥ꜙᵆ

Å Ἄ∂ҍ ♬ ̪ὡ ⁷̯ ╘ 4Ἕҍ ҿ   ῼ̆ᵙּצ(ᾅ ) CKKS ̩ ḛ

ᾋ□УҲ ︠ ⁴Ợ ISO כ

1Ἕҍ 2009Ц ₰♣ҿ   Bit

2Ἕҍ 2011Ц ╥ Ợ↔ ʺѫ ҿ   ♬ὡ BGV, BFV

3Ἕҍ 2013Ц ▬╘ ҥ╪ ᵙ⁄ ̓♠╬ ҿ   Bit CGGI

4Ἕҍ 2016Ц ╥ ᾒὡ ⁷ụ ∟תּ Ѥ ҿ   ᾒὡ, ♬ὡ CKKS

No Library Organization Schemes used URL

1 Helib IBM BGV / CKKS https://github.com/homenc/HElib

2 SEAL Microsoft BFV / CKKS https://github.com/microsoft/SEAL

3 HEaaN CryptoLab CKKS https://github.com/snucrypto/HEAAN

4 PALISADE Duality Technologies BFV / BGV / CKKS/ CGGI https://palisade -crypto.org/software -library/

5 Lattigo EPFL BFV / CKKS https://github.com/ldsec/lattigo

Åѻὡ╥ ҿ   ₡ ἵᾅ ʺᵙױẄ╪ג CKKS ּת∟ אַ

ÅCKKS: Cheon,Kim, Kim and Song
ÅBFV: Brakerski/ Fan Vercauteren
ÅBGV: BrakerskiGentry Vaikuntanathan
ÅFHEW: Fastest Homomorphic Encryption in the West

https://github.com/homenc/HElib
https://github.com/microsoft/SEAL
https://github.com/snucrypto/HEAAN
https://palisade-crypto.org/software-library/
https://github.com/ldsec/lattigo
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: Ἄ∂ҍ ̪ ♬ ̪ὡ



2017Ц ̰Ⱡ˭д ṒΌ˿ֿבҍ (iDash)⁄Ἄ

ᵡ╪ ᴛἵ Ợ, ךᾅ EPFL ̑ ҍ Ӯ╪

▫ ˌḛ ҿ   Ṓѻ

√ӫ ˾ỢἳҲ₫ ♩ Ҳᵑ Ϯ Ͽ‡ →ᾊ. 

Ἒ˾ ̃╥ Ҽ ´ ▐╙ .צּ█
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* ̰Ⱡ ˭д ṒΌ˿ֿבҍ : ♬Ṓᵑ ┬ תּ Ώ̆
ӥ↕ג ╖ᴛ ┬♣♬Ṓᵑ ṪἍ Ѥ ҍ

iDASH 2017 : Ἄ∂ҍ↕ᾍ



iDASH ᵙŗױẄ╪ג :2018 ΌŘ↕ὡἛ



iDASH 2020 : Ἄ∂ҍӮ̑ҿ↕ᾍ



ҿ   ᾒ↔ ˢᵝҹïἶҵ

ʹGartner Top Strategic Trends for 2021 ŕҿ   ╥ ᶷⱠѤ ἶҵ (`20.10)



ҿ   ᾒ↔ ˢᵝҹïẖᵐἶҵᴛ אַ˺

[ʹἶҵ] `11Ц 1,000• Ḥ Ą `19Ц 1,000Ḥ (ᵰЦ 8 Ḥ῭ Ữ)

The speed can be 

realized only in 

CryptoLabôs 

HEaaN.lib

Bootstrapping is 

the slowest 

operation in HE.

Craig Gentry

(the father of HE)

: From a talk by Craig Gently,  who first invented FHE, at EuroCrypt 2021 https://www.youtube.com/watch?v=487AjvFW1lk

https://www.youtube.com/watch?v=487AjvFW1lk


ҿ   ╥ ⅝Ἓ

Å Gartner Top Strategic Trends for 2022 ŕҿ   ᵑ ҍ Ợᴗᴛ ἐ♬ (`21.10)

Å 2025Цҵ ͙‰╥ 60% ╪Ữ╪ PET ͙ ὥ ӥ↕ג , Ṫ‒ Ӯ⁄Ἄ Ợ↔



(Privacy Enhancing Technology)

PET (Privacy Enhancing Technology) ͖ὢ

Ҽ ´MPC*

LDP**

TEE***

Security 
/ Trust

Accuracy / 
Data Reuse

и╛

ϻ╛

ϻ╛ и╛

Åҿ   Ѥ №ṥ ịᵠ ῳѮׇ ϼṥ■› ╢ Ң╧ ┘ Ҳ
∙ ♅╓ᴘ ḟּק

- ҿ   /MPCѤ ὡ ♠╖ᴛ Я Ѿ

- ḙᶔ, LDPѤ   ҍẋ ṒΌἛ╪ ϻ╖ᶒ, TEE Ѥ H/W Ό♣Ἓ⁄ ╥Ⱶ

Security

Accuracy

Trust

Åҿ   ͙ḙ ⁷ụ╘ ∙Ṓ Ң╧ ᵎ ↑ ⁴Ợ̐ ˛╢ Ҽ╪
˷̐ˀ╖ Ợ

- LDPѤ Ѿὣ ⁷ụ⁄ᵣ ♠↔ ʺѫ ᶒ, ҥ╪ Ⱡ̑▫ʺ ♠╘
˿↕ (₉: 100K ╪ ) ♬ ҵ Ṓ◑ ‡ᴎ∑. 

Åҿ   Ѥ Ṑ ᵠ ῶ♆ ˪ ̒ᵖ ᶑ Ӈ. 

- TEEѤ Trust ᶔ⁄Ἄ TEE↔ Software ᵑ ♣♠╖ᴛ ᾐᴧ ‒

Data Reuse
Åҿ   ↔ ᾎ, ὝֿפӅ Ң╧ ᵎ Ѹ‗ ↑Ҳᴘ ↑ ʷѨ

- MPC ḓ LDPѤ ♬ ↔ҵᴛᵣ ↔ ʺѫ

ҿ   Ѥ PET͙ὥ אַ ṒΌἛ ḓ ҥ╪ ↔Ἓ ᶔ⁄Ἄ ʺ◑ ↕ὡ

* Multi -Party Computation;  **(Local) Differential Privacy;  ***Trusted Execution Environment 



ҿ   ר

TTAK KO-12.0347 (2019. 12.11)

Ἕ́ ҿ   ̰Ͽ ר

ñCKKSò ҿ   ̰Ⱡ ר אַבֿ

ÅCKKS ╙ 4ˌ╥ҿ   ᾅ ╪ ´21.4∩⁸ᵛ ISO/IEC JTC1 SC27 WG2 ⁄Ἄᵣ◑▀ ᴛ

ᾐ͋▬‰ Ό╖ᴛר ̓(21Ц)

Å 4Ἕҍ  CKKS Ѥ ISO ̰Ⱡ ᴛⱠ♬Ӊ♣ᵬ╖ר



Ҽ ´ ↑ Ẉׂש ʷʷצּ ₆ừӄѡ ⅔ד Ợ‭ Ḑ ‭

╢ᴫ͖̒ Ḑ ᾂ „

Å ѻװ╥ ̆ˍ͔╔♬Ṓᵑ ὡ︡ ↔ Ѥ ͑║͖̒

- ╘ , Ṓ Ợ, ּ̾שỢ, ᾐ↔ ʺỢ Ӯ

Å ˌ╬ ͔╔♬Ṓ ḓ ҿҥ╪ Ӯ╙ ṪἍ Ѥ ‭

͑║

Å ╙ᴮ͙ᴜבֿ ὡ︡ǐṒ̕ Ѥ Ҋ ṋ∙

Å ᴮ͙ᴜבֿ ḓ DNA ♬Ṓ Ӯ ╥ᴮ ҥ╪ ᵑ
ὡ︡ǐṒ̕ǐ ↔ Ѥ ᾂ „ ‭

Å ▐Ữҥ╪ ᵑ ὡ︡ǐ ↔ Ѥ ‭‏♫

Ҽ
´

♩ṥ Ḑ ͖̎̎̒

Å ̰Ḋ╥ ἵӦǐ◓ụǐϷἝ ♬Ṓ Ӯ╙
ὡ︡ǐṒ̕ Ѥ ♩ṥ͖̒

Å Ẍҥ╪ ͙ḙ ˾ṧἊ╖ Ὕ ѡ
͖̒ : ́ , ̑̑⁷̯͙̕ Ӯ

AI / Big Data

Å AI-as-a-Service ♫̎ ‭

Å Ẍҥ╪ ἡ ḓ ӥ↕ג ‰ Ӯ

- ҍװ╥ ˌ╬♬Ṓᵑὡ︡ǐṒ̕ǐ ↔ Ѥ

Ҋ tech ‭

Å ל═▫ ↔ AI ἲ ≈„ ˉḘở

- AI⁄ ὡ♠╬ ҥ╪ ╥ Ṓ ḓ

Privacy ╪ώ ′Ѥ ҥ╪ ὡ︡/ ↔

ד┬■

Å ᾅᵡ ᵙ↔ ◌Ẉ ♫Ɑở

- ᵙ ‰ Ѥ Ợ ͙Ḍ ╪ώᴛ ҥ╪ Ⱡ̑ Ίᵝ

Å ̑♬ ҥ╪ ṪἍ AI ṧἊ ἉẈᾂ ˉḘở

ᾂᵞ ᵖ

ҿ   ╞↔Ṫ‒



ҿ   ↔ḢΌ (Use Case)



╧ḇʾҢ͖̒ש⁭ ˷ ᾋῶ♆ ̃ᾍἳ ˪Ң╧ ṧἊᶘ ˉḘ╧ʷѨ ?̫

ʷᶕ ᵖ
♩ṏ ╪ṥᵎ Ỡ♫ ˛ϫ ♆ṥᵎ Ҋ

Ex)ҍ , Ḹל , Ữ Ѿ ӹ, ṨṪợⱠ

ʷᶕ♩ṏ
ᵖ ᶙ♅

à ˾□Ἐ á ̐ ♅⁴̬ â ̎╨♅

͖ᴙ ṏ♆

ʷᶕ˷
♇

à ˷ ♆ᶴ͖̒ Ἁᵠ ʷѨ

á ♇ Ṑ◄

â ἲ⅔ᾋʹ ₓכ ˟ᵚ

ʷᶕ♩ṏ ᵖʷ╧Ӣׇ╩

#.1 ѻ͙̕ҥ╪ ˺ ҥ╪ ṪἍᶛ ˌḛ



K-╨ᶕἘ
(K-anonymity )

ṧ ׇ╧ḯᾋ
(DP: Differential Privacy)

⁴ ᾈ
(FL: Federated Learning )

Ҽ ´

(HE: Homomorphic

Encryption )

◌♣

o ṉ ̓ ↔╪ ═♠

o ̆╪♠̕וֹ Ѿὣ ̓♬

o Ѿὣ ́ ́ụ ↔╪

o Ό♣Ἓ ♠װ♬ ṪἍ ʺѫ

o ˺̓˃⁄Ἄ ┬ ӇѤ

♬Ṓ ἵ

o ═♠╬ ͙́ ᾋ ʺѫ

(Ợ↔▫Ṋ Ṫ ҥ╪ Ṓ

ᾎ ̓♠)

o ҥ╪ ♠♪וֹ ┬ ′╛

o ́ụ Ṏᴑ

⁷ụ ἶҵ Ữ

o ᶘӤ ˾Ợ ʷѨ

( ᵝ ₭♆Ἐ)

o ᶕצּ ʷѨ ῶ♆Ἐ

(‗■ ϼἘ ´ )

ѻ♣

o Ḹל ᴛ ╬ ҥ╪ Ἰᾒ

o Ḹל Ṭʺѫ ҥ╪ Ⱶ◓

o ʺ ҥ╪ ↔ ᾎ

◓ᾏṊ ʺѫἛ (Netflix Ợᴗ)

o ṓ◌ ṪἍ(͙́ ᾋ Ӯ)

ὡ ‡ᴎ∑

o ṪἍ ˺̓˃╥ ♬ ҵ Ἰᾒ

o ╪ꜙ ҥ╪ ˺ ⁴

ṪἍ Ṭʺѫ

o ᶛҨ ᾋ⁄ᵣ Ợ↔ ʺѫ

(₉ ḓ Ữ́̕̕ ṪἍ Ṭʺ)

o  

ҥ╪ ͙ ʺשּ

o ᶷ ҍẋ ҥ╪

ᵙ ἶҵ Ѣᵝ

ῶ♆Ἐ

ʷ

ḟḶ

o ᾎ ♣ᶷʺ ʺ ⅝

o ʺ ҥ╪ ˺ ᾎ ◓ ʺ

o ᾎ ♣ᶷʺ ʺ ⅝

o ʺ ҥ╪ ˺

◓ ʺ Ṭ ⅝

o ᶛҨ ὡᵞ ᾎ ʺ ⅝ o ר ҿ   Ợ↔

ʺᶘ♬Ṓ ᵙ͙ὥẋ̪



Č ´ ừ ᴘ ╧Ң╢͖̒ש⁭ ᵎ˷ ừ ›ἉҢ╧ ṧἊ(͖ ˾ ᾈ) ᶘ ˉḘ

Č ♩ṏЬ (X), ♩ṏἵᾏ(X), ˷ ♇ ѻὠ Ḑ͖ʹѻ (O)

#.1 ѻ͙̕ ҥ╪ ˺ ҥ╪ ṪἍᶛ ˌḛ

ṥ שׂ A

ṥ שׂ B

ṥ שׂ C

̘⁮ѻ D

͖ ѻ E

ḇʹ͖̒ F

´ Cloud

Ң╧ ♫͖̎̒ Ң╧ ̒ᵖ͖̒ Ң╧ ṧἊ͖̒

Ҽ ´ (CKKS)

Ҽ ˾ṧἊ ׇ╧ẁשᵖ

˾⁴Ợ› ♅ Ӆ Ҽ ´

Ң╧ ẁ Storage
(´ )

˾ (K- ˾ᾋᾂ )



K- ́ᾎᾅ ╥ҿ ́ṪἍ

Ң╧
♫͖̎̒

Ң╧
̒ᵖ͖̒

Ң╧
ṧἊ͖̒

ҥ╪
♣ ᵙ

ҥ╪
 

´ ᶴ
Ң╧

ҿ ́ṪἍג╪Ẅױᵙ

͖ὢ
˾

́
ṪἍ

ʷἏ
ˡ♩

̃͒ ˾

ᾎ
́
⁸
Ṫ
Ἅ

⅝
╬
Ṫ
Ἅ

 
Ữ
ẇ
Ṫ
Ἅ

̱
︡
Ṫ
Ἅ

͙

ṓ /

ˤּש
ҥ╪ ṪἍ

client

ҿ   ̕ᵙ ᶉᶛᵙ̕ᵙ / Ṏᴑ ᵙ ἐ ṉ

ҿ   ♠ ᵙױẄ╪ג

♇◑̑ʼ ἶҵ ♬ ҵ ˺̓˃Ṓ

Ҽ ˾ṧἊἶᴱἧ



# 1. Ḋˁ ╥ᴮҥ╪ ˺ ṪἍ♬ḌֿבѾ

Ṏ∟ ֞Ѥ Ṓˠ͙̕, ┬♣▫ ṪἍ ‰ Ӯ⁄Ἄ Ṫụ Ṓ̕ӈ ▫ ▫♣┬ ,Ṏ♬Ṓ, ḢϿ⁵פֿ

♬Ṓ Ӯ╙ Ό♣ ˭ ˺ ṪἍ ⁴ Ṏפֿ♬ ˌ╬ ᵭ ♬ḌֿבѾ ṪἍᶛ ˌḛ

Ṏ∟̓Ṏ∟ or Ṓˠ͙̕ҥ╪ ˺ ṪἍ ┬♣▫₮ ╪Ṏҥפֿ▫ ˺ ṪἍ

Ṏ∟ A Ṏ∟ B or ˠˆṒ ̑Ѿ Ӯ Ṏ∟ ┬♣ ṪἍ‰

(₉ᾎ)   ӈ Ữ ᴛ

ʼ  Ӯ ♬ פֿ ̓  ˤỢʼ╥ Ữ́̕̕

ṪἍ

■ ṋוֹ ♩ṏ

(  ˤỢ, ὡὥ╪ᴏ Ӯ)

ᴫשּ ḟ ♩ṏ

( ▫ /ᴮבֿ ẓ Ͽ⁵ Ӯ)

■ ṋוֹ ♩ṏ

(҉ф,  ˤỢ, ὡὥ╪ᴏ Ӯ)

┘♆ ♩ṏ

(₉ᾎ)   ӈ Ữ ᴛ

┬♣▫ ♬Ṓ₮ ─  Ӯ ♬ פֿ ʼ╥ ⁷̕Ἓ ṪἍ



#.1 ҿ   ͙ḙᾐ↔ ʺἌẋᾅⱠ̑(2020Ц)

ҿ ҥ╪ ṪἍҵ̯ ↔( HEaaN. Stat) ̰Ḋ⁷͔̑Ѿ̓KCB╥ҥ╪ ˺ /ṪἍ ̰Ḋ
⁷͔ἛᾒϷṨ▫╥ᾐ↔ ʺˌἐ (2020,  ͔╔͋ⱠỲӥḖᾅ)

-ᾐ↔ –́ ḓἵΏ , ͔ ╔ҥ╪ Ṩⱴ̱⁄ҍ ᵙ♠ᾐ↔ ᵡᴐר͙ʺ

:⁷ ќᾅ(https://www.yna.co.kr/view/AKR20200714068600530)

ᵰ▀˿Ⱡ (https://www.mk.co.kr/news/economy/view/2020/06/616446/

https://www.yna.co.kr/view/AKR20200714068600530


#.2 ─ ♬ṒṒ ˌ╬ Ἄẋᾅ

ᶱᾑ ♫̎ ѡϼ⌐ ♩ṏѡῶ♆ ?̫


