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Early cloud adopters have seen encouraging results.

90% 10 to 20% 50%
reduction reduction reduction

in time to market In net costs In outages
for selected services
and features

McKinsey
& Company
ﬂﬁs“ "e—
A M : McKinsey & Company, 2020, https://www.mckinsey.com/industries/public-and-social-sector/our-insights/how-public-sector-tech-leaders-can-speed-up-the-journey-to-the-cloud ::ci%ﬁEo‘N‘
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ClA awards cloud computing_contract worth billions to firms
including Amazon, Microsoft, Google

ClA awards cloud computing contract worth billions to firms including Amazon,
Microsoft, Google. Contract will go to Amazon Web Services, ...
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A FedRAMP(Federal Risk and Authorization Management Program)

DE,J] "E," «c EANA3/ A 20-u/ CAIE—
© 3" n O0¢

Lowyy T . T

(Security Target)N

E HIE

w1 L 3y (High, Moderate,
@ 17 I h’A

POTENTIAL IMPACT

Impact System Level

Security Objective LoOw MODERATE HIGH
Confidentiality The unauthorized The unauthorized The unauthorized

Preserving authorized
restrictions on information
acccess and disclosure,
including mcans for
protecting personal
privacy and proprictary
information.

[44 U.S.C., SEC. 3532]

disclosure of information
could be expected to have
a limited adverse cffect on
organizational opcrations.,
organizational assets, or
individuals.

disclosure of information
could be expected to have
a serious adverse cffect on
organizational opecrations,
organizational assets, or
individuals.

disclosure of information
could be expected to have
a severe or catastrophic
adverse cffect on
organizational operations,
organizational asscts, or
individuals.

FedRAMP Controls

125

326

Integrity

Guarding against improper
informauon modification
or destruction, and
includes ensuning
information non-
repudiation and
authenticity.

[44 U.S.C.. SEC. 3542]

The unauthonzed
modification or
destruction of information
could be expected to have
a limited adverse cffect on
organizational operations,
organizational assects, or
individuals.

The unauthorized
modification or
destruction of information
could be expected to have
a serious adverse cffect on
organizational operations.,
organizational assets, or
individuals.

The unauthorized
modification or
destruction of information
could be expected to have
a severe or catastrophic
adverse effect on
organizational operations.
organizational assets, or
individuals.

421

FedRAMP T

Availability
Ensuring timely and
reliable access to and usc

The disruption of access to
or usc of information or an
information system could

The disruption of access to
or usc of information or an
informatuon system could

The disruption of access to
or usc of information or an
information system could

05 S, v, W o

of information. be expected to have a be expected to have a be expected to have a ‘

[44 U.S.C.. SEC. 3542] limited adverse cffect on serious adverse cffect on severe or catastrophic Q n X N
organizational opcrations., organizational opcrations, adverse cffect on < ”
organizational asscts, or organizational asscts, or organizational opecrations, 2023

individuals. individuals. organizational assets, or HACKTHEON
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C_ FedRAMP% CSAP x

KISA=s a1 iiAx @& OOgwt 1 ( CSAP : Cloud Service Assurance
Program)E A 1t i AXO(-|— NT G E ¢ [ A

Control Type m ngh

1. Access Control 11| 43 | 54
2. Awa.reness Training _ s 5 7 =x|5L0f [Iaas S_aaS Sais Daas
3. Audit and Accountability 10 10 30 HE | ZHH .
4. Security Assessment and Authorization 9 16 16 1. 83225 A gl x X s | 5 1 2 | 5
5. Configuration Management 11 26 36 2. QXL 12 5 2 8
6. Contingency Planning 6 23 35 3. Xpotkzke| 10 3 0 10
7. Identification and Authentication 15 27 32 4. MH| A S5 Ztg| 4 3 0 4
8. Incident Response 7 17 26 5. ESHAILD 22| 7 7 2 7
9. Maintenance 4 12 14 6. MH|A~ 54 el 7 6 2 7
10. Media Protection 4 10 12 7. =8 4 3 1 4
11. Physical and Environmental Protection 10 20 26 8. =2c|F =2t 12 0 0 12
12. Planning 3 6 6 9. Ztalst 0ot 10 6 1 7
13. Personnel Security 8 9 10 10. @ =S Al 10 10 5 10
14. Risk Assessment 4 10 12 11. HER3 B¢t 6 S 2 6
15. System and Services Acquisition 6 22 26 12. HIO|H B gl 25} 10 8 4 10
16. System and Communications Protection 10 32 39 13. A28 i 2 = =8¢t 12 10 2 12
17. System and Information Integrity 7 28 38 14 SSEE F7h B2t At 8 | 7 | 7 | 8

sum F120 | 316 | 419 ) =7 f117 [ 78 | 30 [ 110}
(a) FedRAMP EX| Etel &l S =F2 SHIF = (202043 427[E) (b) CSAP SXM| 20F & E2HRE MHI = fREE %Iﬂori = \‘ ‘
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Google claims it has achieved 'quantum
supremacy’ —but IBM disagrees

Task that would take most powerful supercomputer 10,000 vears
‘completed by guantum machine in minutes”’

"
' ' . ’

| ~

Y 24 B : B

A Sundar Pichai, pictured with the Sycamore Quantum processor, compared the feat to building the first

¥

reach space. Photograph: Reuters

A M : Guardian, 2019. 10.23. https://www.theguardian.com/technology/2019/oct/23
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AL NB _ ®

AOY X
1'Eb 2009
2Eb 201114
3'Eb 2013L
4°Eb 2016L
Ao 00'"' € 113
No Library
1 Helib
2 SEAL
3 HEaaN
4 PALISADE
5 Lattigo

Duality Technologies

EPFL

ACKKSCheon,KimKim and Song

ABFVBrakerski FanVercauteren
ABGVBrakerskizentryVaikuntanathan

AFHEW: Fastest Homomorphic Encryption in the West

BFV /BGV / CKKS/ CGGl
BFV / CKKS

L 4EL e Q° s X (@ )CKKS e
- 4 O ISO >
J4 8 ae Bit
V41 O " & e AW BGV, BFV
—t v+ M3/ O adoe Bit CGGl
JATHhO7uUu AL Ke Ao, 70 CKKS
i & afFW1=" CKKSnL N
Organization Schemes used URL
IBM BGV / CKKS https://github.com/homenc/HElib
Microsoft BFV / CKKS https://github.com/microsoft/SEAL
CryptoLab CKKS https:/github.com/snucrypto/HEAAN

https://palisade -crypto.org/software -library/

https://github.com/Idsec/lattigo
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https://github.com/microsoft/SEAL
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https://palisade-crypto.org/software-library/
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IDASH 2017 : A0 b

Y/

A%/
I DA S H| \29/ TRACK 3: BEST-PERFORMING TEAMS

Evaluated on (three datasets of 1422 records for training/ 157 records for testing + 18 features)

2017ty £ 4 OO 2b  (Dashy ‘A Encryption Secure leaming Decryption ,
AUC Overall time

I
I
l X T O, Q EPFC b Y Teams -
: T AR T 0713 Sze (NB) "™ Tin i) Nemory (VB)Sze (V) Tie i) (v
| < (mins) |

=\ e € 0o
: ) ) 06934 537667 0060 1050 2775333 64875 |
;o ve Qi Xd o Xn ot 9f A CEALIST [06630 530000 1303 208057 238288 0350 0003 2207363
A EovTre - LY. KULewen| 06722 49040000 4304 155695 7286727 10790 0913 160912

EPFL (06584 1011.730| 1633  15.089 1498513 7128 0017  16.739

@ R . MSR (06574 19456001 11.335 385.021) 26299344 76.000 0033  39.3%0
1o a Waseda' (0.7194 20390, 1478 2077 76356000 203%0 2077 938 X

X
Saarland |NA [69536.0000 1633  48.3% 29752527| 65536  7.355  57.344
B" Microsoft E P F L v
. & = n 50 ) At . 5 o)) T A n o Ir;teractwe m:cha.;:sm, no complete guarantee on 80-bit security at “analyst’ side J "
.oon £ =y ** Program ends with errors
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iIDASH 2018:2 W' = 1 OR

2.0185 Track 2 Saecure Parallel Genome Wide Assoc1at10n Studles

IEnd to End Performance - Evaluation result { F1- Score ) at different cutoffs
Jeam Submission Schemes - |Running : 0.01 ~ 0.001 . 0.0001 - 0.00001
B Do S S - |time - - Peak - - - | - S B S S S B B S L
: - |{mins) Memory (M) Gold: | Semi | Gold Semi Gold - Semi -Gold Semi
A*FHE -1 + : lo22.48 13,777 : 0.977 . 0.999 |0:986 0.999 |0.985 @ 0.999 |0.966 0.998
AFFHE : : HEAAN: : f | : : : : : :
3 IR A*FHE =2 - SR -§1,63297 4,053 - - |0.882 - 0.905 |0.863 -0:877 - |0:827 - 0.843 - {0.792 - 0:826"
-::h' Version 1+ - TEHE & HEAAN -§201.73 10,375 i 0979 - 0.993 |0.987 0.991 |0988 - 0.989 |0.982 0.974
imera - - . . . | : - - - - - -
Version 2 : (Chimera) §215.95 115,166 . 0.339 © 0.35 |0.305 0.309 |0.271 :@ 0.276 |[0.239  0.253
' D’e’lﬁ’Bl’u’e’ 'Deift Blue . JHEAAN: ‘11,844.82 10,814 | |0.965 : 0.969 |0.956 0.944 |0.951 '@ 0.935 |0,884 0.849
LUC San  Logistic Regr + HEAAN: -11.66 }14,901 ; 0983 - 0.993 |0.993 0.987 |0.991 - 0.989 |0.995 0.967
| Diego  LinearRegr - | - -fo42 3,387 | |0.982 - 0989 |0.:980 0.971 |0.982 ' 0.968 |0.925 0.89
Bualite 1 Logistic Regr +. | CKKS (Aka HEAAN), [ 3.8 10,230 . |0982 © 0993 |0.991 0.993 [0.993 : 0.991 |0.990 0.973
Lality Inc : . . . 1 T : : : : : :
: Chi2 test : pkg: PALISADE -J0.09 11,512 : 0.968 - 0.983 |0.981 0.985 0.980 : 0.985 |0;939 0.962
Seoul - ISNU-1 - - - S R S §52:49 - - 15,204 - - |0.975 - 0.984 (0,976 - 0:973 - |0:975 : 0.969 - {0,932 - 0:905"
National : . |HEAAN: : E - : : : : : :
University SNU-2 : : 152.37 115,177 . 0.976 | 0.988 [0.979 0.97% |0.974 @ 0.969 [0.939 0.909
o IBM-Complex . JCKKS. = ... . §23.35.../8,651. . ... . [0913 . 0.911 |0.169. .0.188. . |0.067 .0.077 . |0.053. .. 0.06. .. ‘
1BM : : (Aka HEAAN), : [ : : : : : : : \
: IBMI- Real : pkg: HElIb -152.65 115,613 : 0.542 - 0.526 |0.279 0.28: 0.241 - 0.255 |0:218 0.229 2023’,
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Final Rankings
(Considering Time
and AUC)

#

a

\

1st Place: SNU, Desilo,

Chimera, SamsungSDS

2nd - Alibaba Gemini Lab, A*FHE

4

Team Name Institution End-End Time (Sec.)
SNU Seoul National University South Korea 286.13 0.9857596265677173
Desilo Desilo South Korea 4370 0.9774713444941853
Chimera Inpher Switzerland 074 0.9704708204593838
SamsungsDS SamsungSD5S South Korea 3.39 0.9745466735892511
Alibaba Gemini Lab Alibaba Group China 3.82 0.9668795482408528
A*FHE A*STAR Singapore 186.01 0.9774805423336614

o
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People centricity

Privacy-enhancing
computation

Privacy-enhancing computation comprises three types of
technologies that protect data while it's being used to enable
secure data processing and data analytics:

« The first provides a trusted environment in which sensitive
data can be processed or analyzed. It includes trusted third
parties and hardware-trusted execution environments (also
called confidential computing).

« The second performs processing and analytics in a
decentralized manner. It includes federated machine
learning and privacy-aware machine learning.

= The third transforms data and algorithms before
processing or analytics. It includes differential privacy,
homomorphic encryption, secure multiparty computation,
zero-knowledge proofs, private set intersection and
private information retrieval.

Top Strategic Technology Trends for 2021

This enables organizations to safely share data in untrusted
environments, an increasingly in-demand desire as the amount
of data grows alongside the need to protect that data.

What is homomorphic encryption?

Homomorphic encryption (HE) is a cryptographic method
that enables third parties to process encrypted data and
return an encrypted result to the data owner, while providing
no knowledge about the data or the results. HE enables
algorithm providers to protect proprietary algorithms and
data owners to keep data private. Homomorphic encryption
is still maturing. In practice today, fully homomorphic encryption
is not fast enough for most business implementations.

HACKTHEON
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HE Speedup (slide courtesy of Jung Hee Cheon) - Craig Gentry
' (the father of HE)

Craig Gentry ¥

* HE is getting faster 8 times every year

e.g. Bootstrapping time: the most time-consuming operation in HE —
Bootstrapping Is
Bootstrapping time (Log scale, us/bit ) the slowest
10 1-bit: 1800s L
ﬁ 19us/bit bootstrapping _}—" | operation in HE.
L~
b 531-bit: 1725 / time! (amortized)
2KB: 3205 _ ,
‘ 0.29us/bit bootstrapping The speed can be
2 I 262.5KB: 355 // time! (amortized) T~ realized only in
] ZGZSKBTSS CryptoLapos
. 2011 2013 2016 2019 2021 HEaaN.lib
15t gen. 2" gen. 3rd gen. 4 gen. 4t gen,
(CGGI) (CKKS) (CKKS+) |
: A UL ‘
s\‘
= 2023 8
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A Gartner Top Strategic Trends for 2022 f € n b

A 2025 T

TREND

Privacy-Enhancing
Computation

The real value of data exists not in simply having it, but in how it's used
for Al models, analytics, and insight.

Privacy-enhancing computation (PEC) approaches allow data to be shared
across ecosystems, creating value but preserving privacy.

Approaches vary, but include encrypting. splitting or preprocessing
sensitive data to allow it to be handled without compromising
confidentiality.

How It's Used Today:

%o 60% F 0+ PET. & N , A 1l

DeliverFund is a U.S.-based nonprofit with a mission to tackle human
trafficking. Its platforms use homomorphic encryption so partners can
conduct data searches agsainst its extremely sensitive data, with both the
search and the results being encrypted. In this way. partners can submit
sensitive gueries without having to expose personal or regulated data at
any point.

By 2025, 60% of large
organizations will use
one or more privacy-
enhancing computation
technigques in analytics,
business intelligence

or cloud computing.

Source: Gartner

OuvT € A (21.10)

T—- Y/ AQao

How to Get Started:

Investigate key use cases
within the aorganization

and the wider ecosystem
where a desire exists to use
personal data in untrusted
environments or for analytics
and business intelligence
purposes, both internally
and externally.

Prioritize investments in

applicable PEC techniques
to gain an early competitive
advantage.

HACKTHEON
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PET (Privacy Enhancing Technology) ., ®

Ae I Nos ¢ 03 psm> 4 H= JdaX
. A s _ - M H rP f [
“ e ecurity -e MPCIE & &7 T 4 NG
- e 3 ,LDPE bx OO'Ef mq e, TEEKE HW O&E/ T F
Ae k€ O ¢ ®d®¢v L ‘p dH.
f?cur'ty Trust - TEHE TrustA 3/ 'A TEE. Software &4 4T R A -
rust
LDP**
Ae LeTuk-OHL 1 s | et
. g O
Accuracy . )
-IDPECH "u/ r 4" & g,HF £ " &k
v TEE .t (e 100K+ )z 1 O tuy.
N Ae o ACYD HE ooyt XP 1 WA
m Accuracy / 4 Data Reuse - MPCd LDPE & 1T "R
Data Reuse
* Multi -Party Computation; **(Local) Differential Privacy; **Trusted Execution Environment “3“'»2
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TTAK KO-12.0347 (2019. 12.11) |  =e5%  z=swsems

"E J A e o) g BEEHE TTAK KO-12.0347 FEEHE
A 2019-12-11 20| 235
Ba BEY AL SERE €8S
Ye BTy Homomeorphic Encryption for Arithmetic of Approximate Numbers
O HEZ A B SFASE L SUEE o5l Al MZA A SELES SR EE T
Eaha E.JJ D*E-f-"ilrf'?i EM%’H%‘ET ;T:I ot RHE_C!E::‘*?E*EF. e )

The standard defines a homomaorphic encryption algarithm that supports approximated operations. The
A2 259 standard defines a method for generating cipher-text of the algorithm and an approximation method for

cipher-text, and the reboots.

M KK S0 E 0 12N

~ -

A CKKs L 4, 1 € & = 21.4n 8 Vv ISO/NECJTCL1SC27TWG2N / A, » Wy ¢

N~ ==o -1'0'|'|T " (214)
A 4°Eb CKKSIEISO_ £ 11T £ 7H &b

@“'&‘)4
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(HE: Homomorphic

(K-anonymity ) (DP: Differential Privacy) Encryption )
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