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HHAF FEHA
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https://infosec.kookmin.ac.kr/

Hord N/ =5

‘Al & Security

=Al for security, Al for SOC
v'SOC: Security Operations Center (&£ Q2|41 &)
=Security for Al

s [Al for security]
[AtE =2 4] + AlZ[EF EOrRIH|IO|H &4 & (EhAts2t A+ [Security for Al
2 CO\ | morie S 1 ofer Gk - )

: IDA FUNC,STR,PDE s . a
1 convolution
o ’ Lo 128x320 ==
r] ) Pro B e "N [ B of r»; — ] L5]01|] 2
a STATIC ANALYSIS |:> s AL ! —
— . e (=X LI 24717
APLIPMUT il -1t N | \ ,
A >~ e =\
[ch i . -/ N\ O comnE -
N = =l ")
MALWARE SET CU(,‘,@%' |:> B e Ei - _1: | i =/
L """ gated convol | | L
DYDAMIC ANALYSIS = | .. 128x320 | ) td ra LH SOl A0H mEmecls 2333
| Tnecie D
l l l l i """ : : ma:
PREPROCESSING ALGORITHM embedding ) 242243
I~ ars " o0
[malware feature set] [inverted index] [malware feature set] [fixed-size set] [inverted index] r: s
;g{ A={a.aa;, a A ;C;{ A={aaas |l i) A=y, b > A— B @
a4.85.85.87} [:> a, I A— B a,,85,85,87 } MinHash hy(ay). hs(as)} S| ) = A R
) . a; A a 10 k=3 . . . hi(a) + A ; ‘ | ot
‘;ég B={a,.b,.b,  indexing — % B={ayb.b, | {hihohs} j1> B'={h(ay). |indexing~"q | O ' > | QNS Qe 01 1= S
.bs} b, — B : by} hy(by). hy(by)} ) = B l ‘ 2
b; — B 3 .. . .
: https://medium.com/self-driving-cars/adversarial-traffi
sem‘chﬁ @ result searchﬁ ﬂ result Slg ns-fd16b7171906
'ﬁ Q={2.25.86.01} DA, {3536} ?5@ Q={2.25,26.01} Q={hy(@). hy(dy). h3a)} 1) B. {hy(ay). hy(by)}
set from suspicious file ~ 2) B, {a,.b;} set from suspicious file 2) A, {hy(ay}
(a) inverted indexing (b) musenm: MinHash + inverted indexing
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Traffic Measurement

Anomaly Detection

DDo0S
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 Rule Management
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Visibility
Automatic Response
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Router ]
Firewall Firewall
Router —é SWltch ] -
irewall/VPN =

|

Employee

Malware (C2, email,
Ransomware, ...)
Data Leakage
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*MSS (Managed Security Service) . SNORT (1998 ‘
*N-IDS (Network-based Intrusion Detection System) Bro/Zeek( (19929) g Zeek@

*ESM (Enterprise Security Management)

Managed Security

=RDBMS : : :
SIEM (Security Inf " 4 Event Monitoring:Network Security B
. ecurity Inftormation and Even
Man agementy for the 21st Century o iln
=2lH0|E] 1= gl HAM Bruce Schneler - Computers & Security 20 (2001) 491-503
*SOAR (Security Orchestration, Automation - T LH ISAC =& (2002)
and Responsey . [O|EOjo|E o2 HOotaly| 2 BEM X1=3}
=Al, TI (Threat Intelligence), RPA (Robotic Process (&2h2tA 24, Ak =5 8 FYEE 4 21 AA|)

Automation)
o A1 (2016)
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*Y. Shen, et al,, "Tiresias: Predicting security events through deep learning,”
ACM CCS'18

=Y. Shen, et. al, "Attack2vec: Leveraging temporal word embeddings to
understand the evolution of cyberattacks,” USENIX Security'19

*F. Kokulu, et al., "Matched and mismatched SOCs,”” ACM CCS'19

*W., et al., "Nodoze: Combatting threat alert fatigue with automated
provenance triage,” NDSS'19

F. Liu, et al,, “"Log2vec: A heterogeneous graph embedding based approach
for detecting cyber threats within enterprise,” ACM CCS'1

*R. Tang, et al., "Zerowall: Detecting zero-day web attacks through encoder-
decoder recurrent neural networks,” INFOCOM20

=B. Alahmadi, et al., “99% False Positives: A Qualitative Study of SOC
Analysts’ Perspectives on Security Alarms,” USENIX Security'22

*T. Ede, et al., "DEEPCASE: Semi-Supervised Contextual Analysis of Security

Events,” IEEE Security & Privacy'22

=). Zeng, et al,. "SHADEWATCHER: Recommendatipn—guided Cyber Threat
Analysis using System Audit Records,” IEEE Security & Privacy'22
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- HOFAK| M E{ (SOC) since 2000

- I:_Il |:-|| Ol ;_.l 9|._C2‘ XI_-| JEI; Negative event

SOC: = okt K| Al E

A needle In a haystack

00002610 =dt |s1_process_heartbeat=: 1_process heartbeat>:
26100 Idr ip, [r0, #88] . 0Ox58 1w :
00002610 =dt Isl_process_heartbeat=! ;»
2610:  Idr ip, [r0, #88] : Ox58 b 05/30-19:09:29.334642  [**] [1:2014895:5] ET CURRENT_EVENTS
Q0002610 =dt [s1_process_heartbeat=:
32:3 "j"hipa E"E #gal . ; 2?’*538 - ] 188.72.248.160:80 —> 192.168.88.10:1034 - - Cyber analysts
. pUs r4, ra, ro, ri, fo, rd, I
2618: moy rd, r0 —— - /mevents
2Elc:  Idr r5, [ip, #2801 @ Ox118 7, [2S, #1) — 4
26200 sub sp, sp, #20 ip, 0
26241 ldr r&, [r0, #100]  0Ox64 > trS. 82
2628:  ldrb r3, [r5, #1] ¥, Ira, €] = Ok
262c: cmp rg, #0 &
26300 ldrb rfi, [r5, #2] & _ v N
2634:  ldrb r7, [r5] 14 05/30-19:09:29.334642 [**] [1:2014894:7] ET CURRENT_EVENTS RedKit - Lasle
2638) orr r6, rG, r3, Isl #8
2F3c:  beq 2668 <dtlsl_process_heartbeat+0x58s Landing Page Received — applet and b5digit jar [**] [Classification: A
26400 Idr r0, [r0, #104] . 0x68
2644:  mov r3, rh Network Trojan was Detected] [Priority: 1] {TCP} 188.72.248.160:80 —> f"
2648: str ord, [sp, #4] \
2B4ct  mov r2, #24 192.168.88.10:1034
26500 Idr r1, [r4] S E|:2
26541 str r0, [sp, #8] 05/30-19:09:29.376096 [**] [1:1200:10] ATTACK-RESPONSES Invalid URL [I_ —1 ]
2658 moy t.’IZI, #I;I EI_ x A_|_ I:l S
265c:  |dr Ip, [ip, #272] ; 0x110 [#x] [Classification: Attempted Information Leak] [Priority: 2] {TCP} ° 2 g 2|4 Ql' o
26600  str ip, [sp]
2664  blx r8 . _ . 31
ok blerd 69.63.148.95:80 —> 192.168.88.10:1035 o j\_;ll.&ll _57_:! EDI-X‘ AE-IJE-DI
266C: beq 26c8 =dtlsl_process_heartbeat+0xbl=
EoM:E o O S S 71 (recall |)

« SIEM: ment
. SOARZ&EWUWHWWWH-QT{ Response

Abgrel REN FA M (X) > Al 7|E 7|0H M,L
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K2 YQEER AAL
*N-IPS I{Z] HEZSEH I|X 44

-GET /web_resources/js/jquery_ui.js7201911278&vEhF=6587 AND 1=1 UNION ALL SELECT 1 4 h
=t = 42 |ps A = E o ol B AEstes: REHER
«QEFO|HIE Z2 IPS 2X| AFO|E &4 IE0 E4
IES EA ﬂHEd NESNERE
] E Eél 7 H I:IE- DXI 7E_|I % r ? 1 s:m-:n'{?_lljtion
v'1dConv + DNN i - —
‘/I\.LP parser + Bi_LSTM 196 \ — - /
v TF-IDF + XGBoost e

13

10

""" :i gated convolution

...... 128 x 320

i

256

clobal fully-connected
256 ;

max-pooling

AO|HOtH =F E’S XNEFr =8, “HE|RE HHS
Ol 8ot HOtatx| O|HIE Xt& &5&F ¥+, 2020.9
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KMU

S

F a5 H0|E WOl &2 A& (F1230{ 95% O] &h)

. 7] AO|EEZ [|0|E YA O] (27HA)
. AT O[HIE EXF Al MbB| S5 (A|ZHA)

L-.— O O

var statement = "SELECT * FROM users
WHERE name = '"" + userName + "'";

userinfo WHERE 't' = 't

a';DROP TABLE uUsers; SELECT * FROM >

SELECT * FROM Users WHERE name =

'a':IDROP TABLE lisers; SELECT * FROM
userinfo WHERE 't' = 't';

|:| . detect signature

s 4523

v'O0D(Out-Of-Distribution) =X, Concept-drift, Data-drift,...

ables /
4 Sided Dro p Table -
Leaf Table English Oak Drop Leaf Table lan Alistair Cochran Mid Century Drop Leaf T

Drop-Leaf Side Table Made Ethan Allen Solid Pine Drop Stickley American Colonial L & J G Stickley Georgian Solid
from Mahogany Leaf Side Table, 1970s Cherry Drop-Leaf Occasional Mahogany Drop Leaf Pembro.

Server IP: 100.100.100.100
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Al EOHEHN| 1.0

Kests: HREES AHAAY

OOB (Out-of-Bound) 11 &
El= B 8= Al < BELCHD

— H=

-Human Analysis
-Dynamic Analysis

<Signature Matching
-Static Analysis
-FILM

(b) Malware Detection for Edge Computing

KMU 4 KOOKMIN UNIVERSITY
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':"'c')'l- A 4 )

H ™~

Ral
H
o
>
0z
-0
aom
M
m |

< Training Phase > |

- Malicious
Data & Label Feature ML Model -0
(Label: Malicious » (Malicious/Benign 0.5 -+—i-Unpredictable — —
: Extract :
vs Benign) Classifier) 0
- Benign _ s
ol - )
< Testing Phase >
Accury —— A AU AU
Precision p— Precison p—— PO SO —
Recol p— Rl p— e p— R p—
Coverage pu— Coverc: p— Covorce | Coverage p—
0.6 0.8 1 0.6 0.3 1 0.6 0.8 1 0.6 0.8

(a) Model 1 [9] (b) Model 2 [13]

Y

=~"2023 =
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(c) Model 3 [14] (d) Model 4 [15]
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22 AT AR
=)

K| Eehsg: &
=Q|| 0| HH (Waiver) &

1
] — 0.8
¢l O E K| <
0.6
0.4
0.2
0
accuracy precision recall
B RBF [IDLF OWDLF
cyber cyber
[SIEM] alerts [SIEM] alerts
- analysts analysts
1) true positive (1) true positi
os11veE
rule-based rule-based :

e | ) s it :

Y oy | |

@ l true alerts (green) vs @ ' true alerts (green) vs
false alerts (red) false alerts (red)

(2) false  (4) true (2) false  (4) true
positive  positive positive  positive
(a) current handcrafted rule-based filter (b) deep-learning filter on raw packets inside events
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S
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coverage

[SIEM] alerts cyber

waivered

events &
deep-

learning

(1) true positive

filter (WDLF)

(2) false  (4) true false alerts (red)
positive  positive

(c) waivered events and deep-learning filter

analysts

true alerts (green) vs
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vT. Ede, et al,, "DEEPCASE: Semi-Supervised Contextual Analysis of Security| |z=xizst=. of
Events,” IEEE Security & Privacy'22
VHIX|Z8Hs E2id DEo| ofEIM HE| (O|HE 0|2 AIHA O
|
vVHIX|EStE I 2{0|E X X3} NICI2 &
v OOl BiOIX|H S2{AHZ =X

— ——

@) Security event sequences |[B)Context Builder © Interpreter O Manual analysis
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Al EOFELA| 1.0

TX s BFAA GA

*RAID: Reducing Alert Fatigue in Network Intrusion Detection, =& Al &

4 )
©) =
“Alert Fatigue S 2= ol EX| N 2|(filtering) SA 7}
= SEA. o2 Ft
/(OHEY, IPF2) 7|&F BX| H 2 EAESE e T eE
v'F. Kokulu, et al., "Matched and mismatched SOCs,” ACM CCS'19
S| Q MpSH EFX| K|Q| HAH A LY OIEF 23] [

— O Thiiifii'iliilil ) — —

G = e
. o e e e o R - - — J

v'Fine-Grained Filtering e

VEXNESELE (BhHAs2)

= A
4 e

v'Coarse-Grained Filtering

Step 7 ¢ you chose Source or Destination for the suppression type, in the Network field enter the IP address, address
A = ’ ’
‘/EIZII-X X-” 9' S Jﬂl-I XI-O-I 7|_ block, or variable you want to specify as the source or destination |IP address, or a comma-separated list comprised
of any combination of these. ‘
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ZR|ESHS: HABZEA o ZLALY|

*RAID: Reducing Alert Fatigue in Network Intrusion Detection, =& Al &

\
J

_________

Internet o

i2 benign
|: attack

‘_----..r\--_

1.-————-——1-

Payload
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A ST BF4O4a GA

“RAID: Reducing Alert Fatigue in Network Intrusion Detection, =& MAl &

4 )
VH|O|E{Al: |pS O|HIE EﬂO\EW (1 500,0007ff, 1,000,0007H)
(apanasa) | o h(lib) h(1aa) h(cde) TA ol EREL
pd; =“laabbcde™ |{cs;={laa,bb,cde} {{Vi|1/0]/0[0[2]0] |
- N L h pd, =*2aabbede” ||cs,={2aa,bb,cde} i{v, [T]0]1]0]1]0] !
O\HJE ol 7H T'__A—_ll o= Pds; =“34aabbcde™ | |css={34aa.bb.cde}iivs [1T1Tolol1]0 )
Or7H Si2 > Alert ‘pdy— O@2reTH” | cs7—{9C” e, 7.#) Jlv;[0T112]0]0]1] | 1. 2fEE QI o =
. L 7:| \ N e = T —_ —
Fatigue oli & Packet Payload Payload Chunking Feature Hashing 2. /| & _,J{" A O'—l-z:”
\_ j\ / 3, Dol sk Alm [
' J
., \.- M
o - :’# M 10| &
cr,a* S0 s S 2o *~ El Ol
A . Ve QXA X staller ]
L4 %G. A @ 8 .o ’
% ¢ -
ve a $¢ 8 @ .
?}- . *:"” ) o
o false alerts a true alerts

t-SNE visualization of RAID clustering results. Each plot shows a group of alerts of the same I/ P||an.
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v'Selective Event Labeling for Intrusion Detection datasets, CISC-W'22
all site5 site6 —~ o
ol 18 JFEA
1.0 Z Z / 1.0 7 7 7 7 > 1.0 2 2 2 2_ 7 _"—_XlE_l H.- T O
L/ L/ L/ /| /1
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L/ /| L/ /1 L/ L/ /1 /]
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L/ /| L/ L/ 1 /1 /1 /]
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AW A W W W A 0 W71 ML
OO / / / F.-— /1 . 4 / 4=l
RAW SHA256 SELID100 SELID10 SELID1 RAW SHA256 SELID100 SELID10 SELID1 RAW SHA256 SELID100 SELID10 SELID1 \ ~—— I )
accuracy [ 1 precision B recall Bl fl-score
10° 1 RAW
0 - | SHA256
£ 105, _ - EEN SELID100
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v’ Dataset
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A2 EﬂO\Ew Aests > ds oA 2d7
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— i Y =)
858 75
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A
I

2021 Al+Security %
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L OHIEDY &

= (2F 5,00071, CH=5% 374

mlm.

i

N

oz oA

fot  Jfot

N’

CHEOlR 2t IZI H17i“

* F1-score 09 9 098

GNU C Library - .2 BoF 3
GNU C Library ....... -,.._ _ BoFA 3
GNU C Library - ' . BoF.B

- IPS &I QIEFX| O|HIE (2F 1,500,0007H)

-GET /web_resources/js/jquery_ui.js?20191127&vERF=6587 AND 1=1 UNIOMN ALL SELECT 1 MULL '<script=alert("XS5") < /script=" table_name FRON
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H|X| £3H2: || B ZHAl/RIEQ B
=S. Zhu, et al., "Measuring and Modeling the Label Dynamics of Online Anti-Malware

Engines,” USENIX Security'20 - A
—
— @ ZoneAlarm @
1
; < . GData
0 100 200 300 i | (. o SER
day Cyren O Emsisoft —
MicroWorld-eSca O| E-| )/H\I
K7AntiVirus _
G D -
*MLOps vs DevOps - N
v Andrew Ng (O|7-OfLt AREl EHEE) 1. 2t 2 UK LA
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HIX| T8t O O|E ZHAl/EHE @ &
«0|0|e LA HE2 7= EHQeM

=“Data Auditing for Intelligent Network Security Monitoring,”
IEEE Communications Magazine, 2023

~N

A data auditing process is missed!
e TP _Event Storage ) fe TP

€1, : o

1 > €. TP  |g 2 H| K| =2t&: O| M EHX|
[Team 11 N -€,. FP/ [Team 2]‘
(e,>TP a Eaw — —

C eV 2|7l A O O|Ef Al
7. P P = —

Analyst 1 Analyst 9 Analyst 3Analyst 4

Analyst 2

- /

QO : FP alerts 1n the past
@® ¢, TP, v;=(ab,cde, f) & :¢,, FP, v,=(b, cde, 1)

=20211127 09:28, “ab cde f”
KMU 4 KOOKMIN UNIVERSITY -8, =20211129 23:07, “b cde £’
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Al HOFEEN| 1.0

-HWEOM HEHA =25 O[S EA

II— - X—”
T HabolHl = A el t-&-
v IDS/IPS 7|HF H Okt 2012+ 1.165,780,019 2093 4 A
R — 20134 4,457,431,724 2,611
VE=otE EfflE S7t 2014 7.669.366,325 2,329
- HELA EE2L MEOF =& Jts 20154 9.299.910.213 2423
JOIEEOIE 2/0[HIE 28 21s 20164 5,142,182,012 1,671
20174 6,782,338,158 863 H| K| Z8H2 O AFEFK|
- 7|l=™ E2X|7F Ol MM 2K 2018+ 5.826,722.829 438 - <
20194 2.013,667,894 503 — —
2020 3,799,502,860 596 el g ool
A 46,156,902,034 13,527 _ —

O|#= 2| 5¢I, "R 2L}190]| IHE AO|H 2 A i S7|s 5,

A1l 2 sk B B S 93] X| 2021
VUERID 2% 858 7|8e| o]y X 7l= ¥
vOrYel HES R 2t80M z[aote| =7 2H 22 4 7t
v'DDoS, Port scanning, Brute-forcing tool (password guessing), data leakage & LYot &4
NE=R=IN
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Al HOHEHX| 1.0

HIX|Eots: HERA E2F O|&EX]
J|E 7|E

v'L. Ertoz, et al.,"The MINDS — Minnesota Intrusion Detection System,” 2003
« O|N (numerical) + HAI2ld 2 & (SVM)
- Bt R TR OjX dd

- sIP, dIP, sPort, dPort, protocol flags, # of bytes, # of packets, card(sIP,dll
card(dIP,sIP), count(sIP||dPort), count(dIP||sPort), card(sIP,dIP), card(dIP,sIP) H|X| =

count(slP||dPort), count(dIP|[sPort) -
O

v'S. Jan, et al,, "Throwing Darts in the Dark? Detecting Bots with Limited Data

using Neural Data Augmentation,” IEEE Symposium on Security and Privacy
2020

» Frequency encoding 227. URL, 7| S0 H-&
- O|X| (numerical, categorical) + E2l'd 2& (Auto-encoder) + data augmentation
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Al QI

2K 1.0

H| X E8s: £

SHOMIE =F

&=

0.4
= 0.2
£

2 0.0 MO NOMOOMOATMOO ~ 0 N
NoOoMMSFMOO~NODINO 0 O
N~ MM ~NUNODONND
~N o~ NS00 00O~
< 0N

Port Number

{Src IP, Dst IP,Src Port, Dst Port}

{Src IP,Dst IP,Src Port, Dst Port}

{Src IP, Dst IP,Src Port, Dst Port}

IP address, Port number
KOOKMIN UNIVERSITY

KMU

&/

59025

o 0N CHAN

1.0

0.8
0.6
0.4

0.2

—

0.0

Frequency

O_Iﬂ

- |='—'—_I_

*Frequency Encoding, CDF (Cumulat|ve Distribution Function) &1
J7z|7</\ _LL|_|—'__|_|_|.O|E| nl; ':'E1

O‘AI—EI-X‘

O‘—Q—OF |_-||EO —

2022.

125

100

N U1
o w» o WU

53

80
137

138
443
1335
1389
2484

4113
4590
4959
8693
48783
50283

Port Number

57902
59027

—

\

O
~
I

L Ol & Al S M62

AL

CDF(Frequency)
© o o o ¥
N NLN (@)] co O

o
o

Outer Port table

4923

157g

3885

1776

127>

—
m o
v
=T

43353

53

{Outer IP;, Inner IP, [Guter Port]], Inner Port,}

CDF Encoding

S| = A E23

=g

X1 X1
X2 X2
1.0 -
X3 X3
X4 X4
AE model training

<N "“l

2023 ’
HACKTH EON
SEJONG



Al HOHEHX| 1.0

-HX|Eots: HERA 2% O|&EA]
(T2 O|AF EHX|2 Q8 P FAQ} EE M3 QAT CISC-W22

VAKX I X (source/destination IP + Port) AFE

VAN 7|22 40~80Kt¥ LM AR

KMU

S

Dataset CIC-IDS-2017 CIC-1DS-2018 Ton—10T H| K| E k2 O| AFEFX|
Metric Pre. Rec. F1 Pre. Rec. F1 Pre. Rec. 1 Al E1IO|E1’>T
VAE 0.50 0.91] 0.65 0.94 0.7/6 0.85 0.89 0.95 0.92 B
MemAE 0.58/ 0.95 0.72 0.92/ 0.64 0.75 0.81 0.98 0.89
CDF 0.87 0.98 0.92 0.86/ 0.94 0.90 0.93 0.98 0.96
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Al HOHEHX| 2.0

‘Al for Security, 1 & & 7}5?
O}El2 =

HOF AT M2 100% Mk, £ FeS BEH 2H 27
=XAl (eXplainable Al)
A H FAFRRE Ar|/O|O| B A A4 -

A L

« Data-Driven Security
« Al for Security

O C h b tG PT O ‘ -IJ—\I- Why you shouldn’t trust Al search engines
MIT Al ZiMIZIS M2[51H o £li= 0|
Technology
Review Fas uy

Published by DMK

Melissa Heikkils 2( gl

QIE|3 7t = 20| HTt H4=-S0| Al 7|8 ZAAITICS| 21 S O|0|5HK| =Lt #31t
X

eS| TE o= U= S 7K D2 8RS

rot
i
i)
i
in|

0|24 EZ AS9| AV

HlZot= Zi0[ct ofA 3 Al 22|Ele| 25 MAXFH oM | Al AEEY &2 H|0|A(Hugging

Face)2| H1-210|xt 22|5txtQl ob72ll o= (Margaret Mitchell) 2 Bl = el AR =2 =) ‘
oxl0] OfC|N BEE JFRSH=X] 2 4 27| & ZC et
T ey ZAQUIO| OfCIA| BHIS JHSH=R] 2 4 il & 2 C R N t‘ 2,
el 41523 =203 —
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Al EO._

2020's: ©?
=D. Arp, et al., "Dos and Don'ts of Mac

2HA] 2.0

SAls 22 20F {8 Al wofAte

nine Learning in Computer Security,” USENIX Security'22

v 30 papers from ACM CCS, IEEE S&P, U
I Not present
Does not apply

100% 90% 80%

Partly present (but discussed)
Partly present

70%

SENIX Security, and NDSS, for past 10 years
BN Present (but discussed)
B Present

Unclear from text

60% 50% 40% 30% 20% 10% 0%

3

Sampling Bias _

Data Snooping

Spurious Correlations _

Biased Parameters -

nappropriate Baseline _ .
nappropriate Measures -
Base Rate Fallacy {

Label Inaccuracy .

0

Lab-Only Evaluation . 2 s .
Inappropriate Threat Model {3 3 1 T T, o
0% 10% 20% 30% 40% 50% 60% 70% 0% 90% 100% ss\‘ %
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Al EO.JE”“ 2.0

=0

A
Y

!
@)
;
@)
v
@)

v

A
v

elasticsearch

v
v
v

DI_V'

m

1=

<

N
(D iy
D |

D i)

GIPS

\_

K MU j KOOKMIN UNIVERSITY
SN H| 2 A|£'23

\J / SHEl <= A S
SEJONG

HACKTHEON



MUSEUM: 2tA TR E AMA|ZF HAAM 7=

Vs A4 289

S IFUMAIK], BAEY, ) M HEsP 8 + Ut AIY s 7|2 TR

| =
I 2 Op %, 37| 28 O AtO| mrZ &= X 2| 75 (SSDEEP SHAl = =)
YYE

pairwise comparison, O(n) = Inverted index, O(1)

|
=82k Jaccard similarity, =t
=2t Elasticsearch platform

*But, how to?

A(x1,yl)

I
o B(x2.y2)

elasticsearch “

https://medium.com/@gshriyal95/top-5-distance-similarity-measures-implementation ing-1f68b9%ecb0a3 "
KMU j KOOKMIN UNIVERSITY s\‘
el 41523 == =
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‘Naive approach
=Elasticsearch for security big-data (ex: malware files)

[malware feature set] Linverted index]
s3 A={a,,a,,33,3,,as,3g,87,35,39} gl :ﬁﬂB IFQ (X): 2 LY, 37| 24K O] AF X0
& B={a,b..b, b} indj\l/exing 8, A %:—T (O): Inverted index, O(1)
) BLg f%, (X): Jaccard similarity
b, B « 2 (0O): Elasticsearch platform
search/\ result

NV
1) A {8,255}

Q= {az,a5,a6, 1} 2) B, {az, 1}

suspicious file

KMU j KOOKMIN UNIVERSITY \ss&"
h e A1%23 == 2023 —

8*1 = A5
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MUSEUM: 2tA TR E AMA|ZF HAAM 7=

- Multifaceted-Search Engine Using MinHash sampling

= D. Kim, J. Hur and M. Yoon, "Scalable and Multifaceted Search and Its Application for Binary Malware

Files," Iin /EEE Access, vol. 9, pp. 112770-112779, 2021.
-70| & 2= 7|gto| M AE Wbo|E RHSEM BUE A7, 2018 XY B8} I ZRA

(e (B8d=RTd)

» 5o =& (=th/0]=)
= Broder, Andrei Z. "On the resemblance and containment of documents." Proceedings. Compression and
Complexity of SEQUENCES 7997 (Cat. No. 97TB100777). IEEE, 1997.

[malware feature set] [fixed-size set] [Inverted index]
- A:{a1a2a3a4a5a6a7 - »A:{hl(az)hz(a4)h3(a7)} ......... ...... A
e | MinHash 7 :> ha) —A
Yol B={a,by b2} N UCSERCRLNCH S S A
R S 14(b,) — B
Searcﬁﬁ ......................... @resu”
Yol Q={a, 258601} Q'={hy(a,), hy(by), hs(as)} Q 1) B, {h,(a,), hy(by)}

KOOKMIN UNIVERSITY
oy A 123 2) A (@)}
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- Multifaceted-Search Engine Using MinHash sampling

o O

- ot (0): & i, 37| 24l 0|4 X}0]

« Static analysis (PE header, disassembled code, strings, ...)

AL

* 215 (0): Inverted index, O(1) - Dynamic anaIyS|s (Sandboxing, API sequence, ...)
. ’E;'%.F (0): Jaccard similarity : . setof strings FEEEE
S : L :V'\ tri

- 2% (0): Elasticsearch platform string feature indexer iz\;(lar:?esd

. ~ tokenizer .
» Multifaceted index |
@ ;‘.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.:.I'.:'.'.'.'.b'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'. ..........................
. set of byte n-
= Advanced version - > gams v g
vMinHash: number of hash functions = 1, smallest & | "% 5" | by}ee;tﬂ';am Indexer | “inverted |
v'Min-Max hash: min(h(A)), max(h(A)) ' tokenizer _ index |
| N— ......................................... S etOprlca” ................................ <>
“Rival scheme API c:allse%uenggquenceS d:> APIcall |

. . Inaexer :

v'ssdeep for indexing ~ feature tokenizer ":\rggretid :
. | indexJ

scoring algorithm = Jaccard index

KMU j KOOKMIN UNIVERSITY . s\“
3 g A Z£'23 suspicious file search ~2023 =
HACKTHEON

SEJONG



MUSEUM: 2tA TR E AMA|ZF HAAM 7=

- Multifaceted-Search Engine Using MinHash sampling
= Sequence type only - set type
VEIAE/ASCI/E T ZEEZ IiZ] >NLP (Natural Language Processing) E 2 (token) 44
v H}O[H 2] > CDC(Content-Defined Chunking)

chunk

“ABCDEFGH. . » %BCDEFGH -{“ABCDE”, “EGH”, ..}

f("CDE") modr=20
f("FGH”) mod r=0

anchor anchor anchor anchoranchor anchor anchor anchor anchoranchor
filel | ] file1” | ]
window> ) ’, ’, ’ Window4 ) ] ) ’
chunks[ Co, | C C, | C; | C4 ][C5] chunks[ Co | G C, i C; AC5]
v'DLP (Data Leakage Prevention) 21 &8 7t5
* J. Hur, H. G. Shon, Y. J. Kim and M. Yoon, "Packet Chunking for File Detection," in IEEE/ACM

Transactions on Networking, 2022
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MUSEUM(K=128)

MUSEUM(K=128)

=
(=

2 = =
B O @

jaccard index(j)

=
hJ

=
o

e o 2o 2 H
N OB o m O

estimated index{f}

=
=

02 04 06 0.8
actual jaccard index

0.0

0.0

0.8
actual jaccard index

0.2 04 06

1.0 0.0 0.2

0.4

0.6 08 1.0

actual jaccard index

FIGURE 4. Accuracy comparison of inverted indexing and MUSEUM where datasetl and the ASCII string feature are used. Each point represents a query
file, whose x-coordinate is the true jaccard index between the query file and the most similar malware file; the y-coordinate of the left and middle plots
is the jaccard index between the query file and the first ranked search result while the right plot uses the estimator of equation (4). If the search is

perfect, all points would be on y = x.

ssdeep

60071 __4-. average search time (ms) 50

Type datasetl dataset2 500{ & index size (GB) “ 140

Features Byte stream (n-gram), Byte stream (AE) 400y I T 30

Byte stream (AE), 007 . 20

ASCII string 2001
Indexing Period 2018.10.01 12018 1001 ~ 2019 02 01 100; _: 10
no.of files 68,858 | 12,000,000 V60K 1060K  6000K  12000K
Query Period 2018.10.02 2019.02.02 No. of Malware files

no.of files 3’000 10’000 FIGURE 6. Comparison of throughput and indexing space with different

KOOKMIN UNIVERSITY

KMU

S

S| = A E23

chunking) feature are used.

collection sizes of malware files. Dataset1, 2 and byte stream (AE
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N 200 54 &G

'_CID_I_j—:ll E'|:|I-X‘ |_ _I X-”Al

H=zcjol 54

T AS2 }0f H| 11
o

QEEMK] kS RIS PN BRSS! of Snort, & &&H|, Z|C} & 7|=

(misuse EFX| AL =2y o Early Bird, Triple-heavy-hitter, Tt7| & & g5 34
detection) A A < =Xl 7ts (4: Worm, DDoS)

O| ALEFX| X| £t = Classification, CNN/RNN, Random Forest, & 2t
(anomaly N .
: H F A Al AL M=k

detection) | K| 23HES Al Clustering, 2 E 1A O, Isolation Forest, "HZHd StA|

d,="Sdh$9DkhttpFm”
d;="httpjhh57*dhgfnmFG”
d,="hftpabroot12admins4”

d,="hftpHf8root121d34admin@”

d,="hftp&dU4rootGyadminAz2”
d-="pdh%dh9*dhg$fhrd 03"

(a) HO|E] AE2

KMU 4 KOOKMIN UNIVERSITY

S

d,="5dh$9DkhttpFm”
d,="httpjhh57*dhgfnmFG”

.= httpabroot1Zadmins4”
dy="httpHf8root121d34admin@”
4= http&dU4rootGyadminAZ2”
d.="pdh%dh9*dhg$fhrd 03"

(b) =

dp="Sdh$9DkhttpFm"
d,="httpjhh57*dhgfnmFG”
d,="hiipabroot12admini4”
d,="hitpHf8root121d34admin@”
d,="hitip&dU4rootGyadminAZ2”
ds="pdh%dh9*dhg$fhrd 03"

(c) =X Al2LH

S| = A E23

——————————————————————————————————

dﬁ_ pdh%dhg*dhg?:-ﬂ‘urdt}ﬂ”

T=r4d (d) OlH 7|= (2AIZE A2, Tt A LN =

d,="Sdh$9DkhttpFm”
d,="httpjhh57*dhgfnmFG”
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Attack traffic packets payload:

dadjashdklahdijkasfjasbfjabfhfgahfvhsbdfjkasnkiaywtgyeffcgfacsdxasdbas

b,=hagd || b, = agdh b,=gdhd | ...

| Heawy | | Merged ™. | Heawy | | Output _1“\,_ " N Signatures
Hitters 1 string LA Hitters 2 values _ .
CTTTTT TS T T T T T TS T T T 1 White list: Attack Maybe white list:
: : : discard if :-::ntai"nen threshold: I LJ
Hesdar | F'E'."I:IB:' | I in whitelist string :j w}
| R ) Elid
| ! L
Addrers ”'II_FIET!:IEI'II Table Sets: create sets of Heavy Output: M?' .
| all strings in packet | Hitters 3 signature sets . iz » Qutput
‘l 1‘ that pass filter and frequencies slgnatures
K FEY | BRC IFCDUNT [ETFIIH.IIV
rm:-i-::ler'::r Payinad AD entry Eﬂ.ﬁﬁ:— \ Signatures
e i updafe counters
Slgnature freguancy:
J1% bh% A5% 35%
KEY | COUNT ‘ - cket types F::::T;::::E bad | guy| really Mean
Counders = Nspersion Threshald': Packet type 1: ... bad..guy.. 10% e
repoit KEY 25 suspectsd warm
e Packet type 2: ..really... bad..guy.. 20% v v
Packet type 3: .. mean...guy 20% v v
Count = Prevalence Threshoid? SRR B
aiga Create AL Eniry Packet type 4: . really...bad... 25% v ¥
Update counter Packet type 5: ... bad...mean... guy, 15% v o d
Content Prevaleace Talle Packet type 6: ... bad... 1% + ‘
KMU ) Kook SinghySiiEstan, C., Varghese, G., & Savage, S. (2004, December). Y. Atek, A. Bremler-Barr and S. L. Feibish, "Zero-Day Signature s\‘ 0/
Automated Worm Fingerprinting. In OSDI (Vol. 4, pp. 4-4). 8l g2 A 23 Extraction for High-Volume Attacks," in IEEE/ACM TransactiomSom 2023 =

N/ Networking, vol. 27, no. 2, April 2019 HACKTHEON
SEJONG



GIPS: 2@ O|FIE ALK & 43 7=

* GIPS: Generative Intrusion Prevention System

= HyungBin Seo and MyungKeun Yoon, “Generative Intrusion Detection and Prevention on Data Stream,”

under review

M 20| WO{S QI3 M HOtI|E MR, ST UL E SHATILH, 2023.3~20262, Pl @YD

KMU 4 KOOKMIN UNIVERSITY

S

iy

JH1 OOl 2]

[etia] 2DIE]

- Minhash Feature-Hashing

- Jaccard-index Grouping

- Sketch Forking =!

- Multi-Pattern Signature

Generation
=

= O(1)

o
=
L
vz
S
al!
[H0
o
[Tl
(R
at
=
ol
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GIPS: 2@ O|FIE ALK & 43 7=

* GIPS: Generative Intrusion Prevention System

= HyungBin Seo and MyungKeun Yoon, “Generative Intrusion Detection and Prevention on Data Stream,”
under review, E5{ & &

vector space time  MinHash Vector FPR FNR
— = — 1.0 1 1.0
d,="Sdh$9DkhttpFm” "“‘..------......,,C.I'istance:1—jaccard Index MV[8], k=3, 4 213, 0.=3 E: g:
d,="httpjhh572dhgfnmFG" . 1(dg)= {51, 5,0 S5} minHy(t(dg)) minH,(t(d,)) 041 041
i Vit i i il - B | el ' 0.2 0.2
ir:fz— {.L!;Jaf:r.GG!TE&M.JH?{ o . SATolol1lolol1l0 T ——] T ] —
\d,="httoHf8root121d34admin@”! A > b Eﬂl;;nsm >
d,="http&dU4rootGyadminA2” minH, (t(dy))
: 0.6 1 ———— 0.6 1
»11210[2(0|1]|2]|1 04 04
02 0.2
0.0 A 0.0+
»1(3]10f3]1]1[2]1 5 w15 20 5 1 15 20
w1l4(1]4(2]1|2]1 (b} I5F2
MVI[1], MV[3] > 6., 1.0 1.0
2/k > 6, cluster found o ol
0.4 1 0.4 4
M 21411(4(2|12]|2]|2 021 021
e NERIKIE
5 w15 20 5 w15 |
(c) ISP3

—i— THH (]S
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i

Al=CIO[E{7|8t YD Z=E 7+ 2 X
“Al/H|0|H 24 0| &3t AT (EhAtS=2t
HEZ|E ZHEHE €125 [Al for Sec. 1.0] [Al for Sec. 2.0]
Al EQE 7| MAX =R 7SR ME| T
<EPR|/ECH 27 MW 2O|E TR K| &8k H| K| £
HZH 0| 34 s 7ts E2ESHS mppeier
HOME O Ql X4 gH T iy ASEAE
. - - . TSN S8 Yoot S
- “..the strength of machine-learning tools is 2K [u ) 7|5t o7

finding activity that is similar to something

previously seen...”
*R. Sommer and V. Paxson, “Outside the Closed World:

On Using Machine Learning for Network Intrusion

Detection," 2010 IEEE Symposium on Security and
Privacy, 2010
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Q& A

L AFefL| CH

mkyoon@kookmin.ac.kr
https.//infosec.kookmin.ac.kr
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